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1 Overview

1.1 Benefits

[ | Easy Backup of

Microsoft Exchange Server 2000 / 2003

Microsoft SQL Server 7.0 / 2000

Lotus Domino/Notes 5.0 or above

Oracle 8i or above

MySQL 3.2.4 or above

Windows System State

Outlook and Outlook Express (i.e. *.pst, *.dbx and *.wab)

Important personal settings, e.g. Desktop, Favorite, My Documents and History etc
9.  Other common files (e.g. *.doc, *.xIs)

Support of backing up only changes within a file (using in-file delta technology)

Support of backing up of open files on Windows XP/2003 (Volume Shadow Copy)

Support of backing up of Windows NTFS access privileges, Linux access privilege and

mode,

Mac OS X metadata and resource forks

[ | Easy to use, deploy and maintain

ONorwNE

1.2 Features

| User configurable incremental / differential in-file delta backup mode (i.e. backing up only
changes within a file since last incremental backup (or last full backup) according to each
user’s preferences)

[ | Allow in-file delta backup mode to be overridden by each user individually according to

backup time (e.g. enforcing full (or incremental or differential) backup of all files on every

Sunday or the 1% day of every month)

Volume Shadow Copy backup (i.e. backing up files even when they are exclusively open,

e.g. Outlook.pst)

In-File Delta backup (i.e. backing up only changes within files)

Off-line backup mode and logout backup reminder

Customizable backup schedule allows backup to be scheduled at any time

Compress and encrypt data automatically before sending them to the server (server stores

only encrypted data)

[ | Incremental backup strategy ensures that only new or updated files (or changes with last
backup file) are sent to backup server

[ | Support both full backup (database backup) and incremental backup (transaction log
backup) for Microsoft SQL Server 7.0/2000, Microsoft Exchange Server 2000/2003, Lotus
Domino/Notes 5.0 and Oracle 8i or above

| Can integrate with external “Open File Manager” to provide open file backup support to all
open files

| Access backup data anytime, anywhere by using a browser

[ | Comprehensive backup report lists all files being backed up. Backup report is delivered to
user automatically via email when each backup job completed.

[ | Backup data are CRC validated before they are stored on server.

[ | Fully user customizable data retention policy allows users to have access to deleted files
using the least possible storage space on server

[ | Select files to be backed up easily by using backup filter, e.g. selecting all *.doc and *.xIs in
your computer in a single operation

[ | Run any custom OS commands before/after a backup job.

[ ] Run on Windows, Mac OS X, Linux, NetWare, Unix and all other platforms supporting a
Java2 Runtime Environment.

[ | Periodic backup files validation on backup server ensures backup files are 100% valid and
fully restorable when needed.

1.3  Security

128-hit point-to-point SSL communication between server and client

Support HTTP/HTTPS Proxy and Socks v4/v5 firewall

Data are 128-hit encrypted when stored on backup server

Choice of different encryption algorithms, e.g. Twofish, Triple DES, Advanced Encryption
Standard (AES)

[ | Choice of different encryption modes, e.g. Electronic Cook Book (ECB) and Cipher Block
Chaining (CBC)

Rhino USA, LLC Page 5 of 106 (April 15, 2008)
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[ | An random initializing vector, salt and iteration count will be generated by the software
automatically for each file when encrypting your data

[ | Each backup user can restrict online access to his files to his pre-defined list of IP
addresses

1.4  System Requirements

[ | Operating System:
1. Windows NT/2000/XP /2003
2. Linux kernel 2.2 or above ** (e.g. RedHat Linux 6.x or above, though the use of
Linux kernel 2.6.9-34 or above is recommended)
3. Solaris 2.x or above
4. Mac OS X 10.2 or above
5.  All other operating systems that supports Java2 Runtime Environment 1.3.1 or
above
[ | Memory: 128MB (minimum), 256MB (recommended)
[ ] Disk Space: 100MB
[ | Network Protocol: TCP/IP (http/https)

** Standard C++ libraries for backwards compatibility compiler (compat-libstdc++-x.x-y.y.y.y.i386.rpm)
must be installed if you are not using a Linux 2.2 kernel. These libraries are required to run all Java
applications.

Rhino USA, LLC Page 6 of 106 (April 15, 2008)
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2 Rhinoback Configuration

Before you can start backing up data to the Rhinoback Offsite Backup Server, you need to install
Rhinoback onto your computer.

2.1 Installation

Please follow the instructions below at the URL below to download and install the software

http://www.rhinoback.com/Downloads/Download.aspx

Notes on Windows Installation

A quick launcher is now installed in the system tray (next to your system clock). To open Rhinoback,

e
» and choose [Open].

Backup 4
Backup and Logoff r
3
3

just right click the quick launcher icon

Backup and Restart
Backup and Shutdown

Help

Exit

gl 1446

2.2 Upgrade

This section describes the software upgrade instructions required to upgrade Rhinoback to the latest
release.

Upgrade instructions of Rhinoback on Windows

Download the latest installer (Rhinoback-win.exe) from www.rhinoback.com and install it over existing
installation of Rhinoback. It will upgrade the Rhinoback to the latest version.

Notes:
You will only be prompted to reboot your computer if some files are locked and cannot be overwritten
during upgrade.

Upgrade instructions of Rhinoback on Mac OS X

a. Download the latest release bundle (Rhinoback-mac.zip) from www.rhinoback.com.

b.  Expand the zip archive and run the Rhinoback installer inside the archive

Upgrade instructions of Rhinoback on Linux

a. Download the latest release bundle (Rhinoback-linux.tar.gz) from the web
installation guide

b.  Stop running backup scheduler by running

# touch $OBM_HOME/ipc/Scheduler/stop

c.  Backup existing installation by renaming $OBM_HOME (default directory is
Jusr/local/obm) to $OBM_HOME.bak

Rhino USA, LLC Page 7 of 106 (April 15, 2008)
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# mv /usr/local/obm /usr/local/obm.bak

d. Expand the new client software to $OBM_HOME

# cd $OBM_HOME
# tar xvfz Rhinoback-linux.tar.gz

e. Start backup scheduler by running $OBM_HOME\bin\Scheduler.sh

f. You can then open OBM by running $OBM_HOME\bin\BackupManager.sh

2.3 Un-installation

This section describes the steps required to uninstall Rhinoback from your computer.

Uninstallation instructions of Rhinoback on Windows

a. Open [Start] -> [Control Panel] -> [Add/Remove Programs]

b.  Select [Rhinoback] from the list and press the [Remove] button

Uninstallation instructions of Rhinoback on Mac OS X

a. Stop running backup scheduler by running

# SystemStarter OBM stop

b. Remove all program files by removing /Applications/OBM
# rm —rf /Applications/OBM
c. Remove all backup setting by removing ~/.obm

# rm —-rf ~/.obm

d. Remove backup scheduler service from system startup by
/System/Library/StartupItems/OBM

# rm —rf /System/Library/Startupltems/OBM

Uninstallation instructions of Rhinoback on Linux

a. Stop running backup scheduler by running
# touch $OBM_HOME/ipc/Scheduler/stop

b. Remove all program files by removing $OBM_HOME
# rm —-rf $OBM_HOME

c. Remove all backup setting by removing ~/.obm

# rm —-rf ~/.obm

2.4  AutoStartup on Linux

Please follow the instructions below to make Rhinoback scheduler auto startup upon computer restart.

i Copy the startup script of Rhinoback scheduler (obm-scheduler) to Linux startup script
directory (/etc/rc.d/init.d)

[root]# cp $OBM HOME/bin/obm-scheduler /etc/rc.d/init.d

ii. Open /etc/rc.d/init.d/obm-scheduler with VI editor and make changes to the
OBM_HOME environment variable export statement (i.e. export
OBM_HOME=/usr/local/obm) if OBM_HOME is not /usr/local/obm

Rhino USA, LLC Page 8 of 106 (April 15, 2008)
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iii. Register the obm-scheduler startup script as system service by

[root]# chkconfig --add obm-scheduler

iv. To startup OBM scheduler, please run

[root]# service obm-scheduler start

v. (optional) To shutdown RHINOBACK scheduler, please run

[root]# service obm-scheduler stop

vi. Setup completed

Rhino USA, LLC Page 9 of 106 (April 15, 2008)
www.rhinoback.com



RH'N@BACK User’s Guide

3 Using Rhinoback

This chapter will describe all features available in the Rhinoback Manager and outline how you can use
the features of Rhinoback to meet various backup needs.

3.1 System Tray Launcher

After you have successfully installed Rhinoback to your computer, a Rhinoback icon g will be added
to the system tray area (next to your system clock) automatically.

This icon is the entry point to Rhinoback. Right clicking the icon will show a menu that provides the
following functions:

Menu Item What it does

Open Run Rhinoback

Backup Run the backup set (or all backup sets) chosen in the sub-menu in
background

Backup and Logoff Run the backup set (or all backup sets) chosen in the sub-menu in
background and logoff from Windows

Backup and Restart Run the backup set (or all backup sets) chosen in the sub-menu in

background and restart Windows

Backup and Shutdown | Run the backup set (or all backup sets) chosen in the sub-menu in
background and shutdown this computer

Help Show a help dialog

Stop running backup Interrupt the running backup set (or all backup sets) chosen in the sub-
menu

Exit Close this system tray launcher application

3.2 Logon Dialog

Before you can use Rhinoback, you have to be authenticated by the Rhinoback Offsite Server first. The
logon dialog shown below will check if you have the right to access Rhinoback by submitting the
username and password you provided to the backup server.

K-‘ Rhinoback Manager Logon

_ Lagin Mame: | thinouser22
k\:' Fassword: "“““‘““"“‘1
Save password
~Proxy Setting
) Prosy () Socks ) Mane
[ ] 4 ] ’ Cancel ] ’ Cptions ==

ll Flease logon to Rhinohack Manaoger.

If you need to connect to the server through proxy, just enter your proxy setting in the [Proxy Setting]
section. For [SOCKS] proxy, both v4 and v5 without user authentication are supported.

Rhino USA, LLC Page 10 of 106 (April 15, 2008)
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3.3 User Profile

After the Rhinoback server authenticates you successfully, Rhinoback main window appears. You can
then use Rhinoback to update your user profile.

# Rhinoback Manager

Backup Set Backup Restore Tools Yiew Help

|,5| Save Setting P !

l;.",‘ Backup Cantroller ,_N [;;'. Lizer Profile

fi—:‘. Iser Profile

= [ FileBackupSet-1
{5 Backup Source Login Mame:  rthinouser22
,_E’ Backup Schedule

; Fassword: SRR m
4 Backup Filter

Llser Information

E1command Line T Display Name: Change
[ setting
La) Encryption Accaunt Information

ﬁj Retention Policy

=] Extra Backup Gluota: 100K

(- In-File Delta Tirne Zone: | GMT-05:00 (EST) v|
é Local Copy
Contact
rhinouser22@rhinohack.com V|

Contact Mame:

Email Address: rhinouser?2@rhinoback.com

[ Add ” Remove ” FProperties ]

4 *

I & Backup | k&) Restore | [g Log
YWelcome to Rhinohack Manager! Guota (Remaining f Total): 99.876 71006 | Last Backup: 2006-11-24 17149

You can perform the following update to your user profile.

To change your [Password], press the [Change] button next to the password field. A Change Password
dialog will appear. Enter your original password and new password into the text field of this dialog and
press [OK].

Hew Password: I

Confirm Hew Password:

CK | Cancel |

To change your [Display Name], press the [Change] button next to the display name field. A Change
Display Name dialog will appear. Enter the new display name and press [OK].

Rhino USA, LLC Page 11 of 106 (April 15, 2008)
www.rhinoback.com



RH'N@BACK User’s Guide

To change your [Time Zone], just select your time zone from the drop down list next to the time zone
entry.

To add a new contact email to this account, press the [Add] button in the [Contact] section. A [Add
New Contact] dialog will appear. Enter a name and an email address in the text field provided and then
press the [OK] button.

Contact Mame: I

Email Address: I
()4 | Cancel |

To remove a contact email, select the email that is to be removed from the email list and press the
[Remove] button. Press [OK] to confirm the removal.

To update a contact email, select the email that is to be updated from the email list and press the
[Properties] button. A [Update Contact Property] dialog will appear. After you have made the changes
that you want, press the [OK] button.

Contact Marne: IDemDAccnunﬂ

Email Address: Idemu@yuur—cumpany.cnm

0K | o |

3.4  Backup Logs

All backup activities are logged to backup activity log files. They are available for reviewing from
Rhinoback.

How to review backup activities?
You can review all your backup Jobs by
i Select the [Log] tab available at the bottom of Rhinoback

ii.  Select the Backup Job you want to review on the [Log Controller] panel

Rhino USA, LLC Page 12 of 106 (April 15, 2008)
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# Rhinoback Manager
Backup Set

|H 5ave Setting

|6 Log Controller

Log Table (2006-11-24-17-18-04 log)

Backup Restore Tools “iew Help

Fage: |1/1 »

= | FileBackupSet1

Type |

A006-11-24-17-16-04 oo

Log

Time

£

Start [Windows XP (2), REM 5...

Start running pre-commands

Finished running pre-comman...
Staring to create Shadow Cop...
Shadow Copy Set created suc...

Downloading server file list. .

Reading backup source fram ...

Downloading server file list..

Reading backup source fram ...
Getting all files which have be..
Getting all files which have be...
Getting all files which have be..
Getting all files which have be...
Getting all files which have be..
Getting all files which have be...
Getting all files which have be..
Getting all files which have be...

[200601 1724 17:18:04]
[200601 1724 17:18:08]
[2006/1 1724 17:18:04]
[2006011/24 17:18:05]
[2006/1 1724 17:13:44]
[2006011/24 17:18:41]
[2006/1 1724 17:18:41]
[2006011/24 17:18:41]
[2006/1 1724 17:18:43]
[2006011/24 17:18:54]
[2006/1 1724 17:13:54]
[2006011/24 17:18:54]
[2006/1 1724 17:13:54]
[2006011/24 17:18:54]
[2006/1 1724 17:13:54]
[2006011/24 17:18:54]
[2006/1 1724 17:13:54]

~

¥ | Show: Al % | Logsperpage: (500 v

& Backup | &) Restore| [ Lag |

Welcame to Rhinoback Manager!

Quota (Remaining ! Total); 99.87M A 100M Last Backup: 2006-11-24 17:18
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4  Setting up backup set

A backup set contains all backup settings of a backup operation. This section will describe all features
available within a backup set and explain how you can use each of them to achieve various tasks.

Each backup account can have multiple backup sets. Each backup set is an individual and independent
entity. For example, if you want one directory to be backed up during the day and another directory to
be backed up during the night, you can create two backup sets, each with a different backup schedule
and backup source, to serve this need.

4.1 Backup Set Type

A backup set can be of one of the following types:

Backup Type Description

File Backup set type to backup common files/directories

Microsoft SQL Server Backup set type to backup Microsoft SQL Server 7.0/2000

Oracle Database Server Backup set type to backup Oracle 8i/9i database

Lotus Domino/Notes Backup set type to backup Lotus Domino/Notes

Microsoft Exchange Server Backup set type to backup Microsoft Exchange Server 2000 / 2003
MySQL Backup set type to backup MySQL Server

Backup set type is defined at backup set creation and cannot be modified. If you want to change the
backup set type, you have to create another backup set.

# Rhinoback Manager

Backup Set Backup Restore Tools View Help
i# 5ave Setting P> Start Backup [l

n.-.",‘ Backup Cantroller r_}‘ i." Backup Set- FileBackupSet-1

E_: Ilzser Profile

ERFajlFileBackupSet-1
i[5 Backup Source
(S Backup Schedule

~Backup Set

MHame: FileBackupSet-1
Tywpe: File Backup

45 Backup Filter Metwork Resources Authentication for Windows ——
=] Command Line Toal Darmain:

[ setting User Mame:

,_._‘“ Encryption FPassword:

ﬁj Retention Policy

(% In-File Delta . heduled back i t
%anal Capy un scheduled backup an this computer
Log Tahle FileBackupSet-1) =4
Type | Log Tirme
Q Backup | € Restore | [ Log
Welcome to Rhinoback Manager! Gluota (Remaining f Total: 99.87M 7 100M | Last Backup: 2006-11-24 1719
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4.2  Backup Source

A backup source defines the files/directories that are to be included in a backup set. There are two
types of backup source: Selected and Deselected. Selected backup source defines files/directories that
are to be included in a backup set while deselected backup source defines files/directories that are to
be excluded from a backup set. Rhinoback will generate appropriate backup source setting for you
automatically when you make your backup source selection.

From the [Standard] node available at the top of the [Backup Source] tree, you can easily select the
following common folders to be backed up:

1. “My Documents” folder
2. “Outlook” and “Outlook Express” mail store folder
3. “Favorites” folder

4, “Desktop” folder

From the [Options] node available below the [Standard] node, you can easily select other common
folders to be backed up as well. They include the “Application Data” folder, the “Start Menu” folder, the
“Templates” folder, the “All Users’ Documents” folder, the “Temporary Internet Files” folder, the
“Cookies” folder, the “Font” folder, the “History” folder, the “Applications Data” folder, the “Nethood”
folder, the “Printhood” folder, the “Recent” folder and the “Send to” folder.

# Rhinoback Manager,
Backup Set Backup Restore Tools Wiew Help

|5 save setting P Start Backup [

n.‘,‘, Backup Contraller ,_x rq"j Backup Source (FileBackupSet-1) EI
(=2 User Prafile = [V'&p Standard ~
= ”;l FileBackupSet1 ﬂ by Documents (DADataWlimDocuments)
rq"j |£| Cutlook (CDocuments and Settings\jim.azanLocal Settingsi?
(< Backup Schedule L% Favarites
E Backup Filter 7 (G R
B command Line Tool | = O Options
(1 setting O C Application Data
(5 Encryption (120 Start Menu
fiif Retertion Paolicy O Cd Templates
EI Eutra Backup O CIciDocuments and Settingsiall Users\Documents
[ In-File Delta [ I:IT:ItempITempnraw Internet Files
é]l_ocal Copy O CIciDaocuments and Settingstjim.azanCookies “
< ¥
Log Tahle FileBackupSet-1)
Type | Log Tirme

& Backup &) Restore | @) Log
Welcome to Rhinoback Manager! Gluota (Remaining ! Total): 99.87m f100M |Last Backup: 2006-11-24 1719

The checkbox next to the files/directories shown above can be in one of the following mode:

Mode | Description
[+ | All files/directories (recursively) under this directory will be backed up

[# | All files/directories (recursively), except those explicitly excluded, under this directory will
be backed up. If you add files/directories to this directory in the future, they will be
backed up as well.

[T | Only the checked files/directories under this directory will be backed up. If you add
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files/directories to this directory in the future, they will NOT be backed up.
[T | Nothing under this directory will be backed up.

4.3 Backup Schedule

A backup schedule defines the frequency and the time backup will run automatically.

# Rhinoback Manager

Backup Set Backup Restore Tools Wiew Help
|,5| Save Setting |b Start Backup ! Stop Backup |

o Backup Cantraller (A [ Backup Schedule (FileBackupSet-1)
Q LIser Profile
= (@) FileBackupSet-1

I!er_Elackup UL WeeklySchedule Properties
[&Backup Schedule!

WeeklrSchedule (Type: Weekly - Saturo

4 Backup Filter Mamme: | WWeeklySchedule |
ECDmmand Line Tooll -Backup
(4 Setling Files
&ﬁ; Encryption
ﬁ' Retention Policy ~Twpe
g Extra Backup .
Dol Wieekl mMonthl Custom
(7 In-File Delta O Daily ® v O v O
é Local Copy Dy

Backup on the following dayis) eveny weelk:
[]5unday [] Monday []Tuesday []vWednesday

(] Thursday [ Friday Saturday
Iperdies
~Start —
Start Time (hhvmmy: (21 2|00 v| f |
~Stop

(#) Stap an completion (Full Eackup

) Stop aﬂer hours)

[ Ok H Cancel

o> Backup Restore | [g] Log |
YWelcome to Rhinohack Manager! |Qunta (Remaining f Total): 99.87M F 100M |LEISt Backup: 2006-11-24 171 EII

Backup schedule can be in one of the following types:

Type Description
Daily Backup Jobs will run everyday
Weekly | Backup Jobs will run on the specified day(s) of every week

Monthly| Backup Jobs will run on the specified day or on a day with a given criteria (e.g. first
weekend, last weekday) of every month

Custom | Backup job will run once on any particular date

For each type of schedule above, backup will run at scheduled time for a maximum of the duration
specified (or until all data are backed up if [Stop on backup completion] option is chosen). If a backup
job does not finish within the maximum duration specified, it will be interrupted.
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Please note that you can have more than one schedule within a backup set. For example, you can have
a daily backup schedule that runs at 13:00 at noon and another daily backup schedule that runs at
00:00 at midnight. The combination of both of these schedules effectively creates a backup schedule
that runs daily at 00:00 and 13:00 everyday.

4.4 In-File Delta

Please refer to the in-file delta section for more information on this topic.

45  Backup Filter

A backup filter defines the file selection rules that allow user to easily include/exclude files into/from
the backup set by applying user defined criteria(s) to the file names or directory names.

There are some basic rule regarding backup filters:

i Filters are checked in creation order. Once inclusion/exclusion has been identified, the
remaining filters won't be checked.

ii.  Inclusion/Exclusion made by filter always takes precedence over backup source
selections

iii.  If all filters do not apply to a particular file, this file is then checked for
inclusion/exclusion backup source selections

Backup Set  Backup Restore Tools View  Help
F—I Save Setting " Start Backup ! Stop Backup
oy Backup Contraller [ 4 Backup Filter (FileBackupSet-1)
E"_ User Profile . |
= (5 FileBackupSet1 Add new Backup Filter E|
Mame: | Filter-1| |
Taop Directory: | |
= BErowse
F_Il Setting
(3 Encryption Apply To
ﬁRetention Falicy ) .
=] Extra Backup File [ Directans
%In—File Delta Pattern Matching
Local Copy
Type: (&) Text ) Regular Expression
) starts with (%) contains ) ends with
Pattern: Add
Remove q
Properties |
Filter Mode
) Include matched () Exclude matched
[] exclude all others
0134 Cancel
@ Backup @) Restore | [ Log
YWieleame to Rhinohack Manager! Guota (Remaining f Total): 99.87M r100M  Last Backup: 2006-11-2417:19
Key Description
Name The name of a filter
Top Directory The top directory to which this filter is applied. Filtering rules will be applied to
all files and/or directories under this directory.
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Apply To Define whether to apply the filtering rule to files and/or directories

Pattern Matching |It defines the filtering rules of a filter. A filtering rule can be of one of the
following types:

[Start With] Include/Exclude all files/directories with name starting
with a certain pattern.
For example: You can use B* to match all files with
name starting with a ‘B’ character

[Contain] Include/Exclude all files/directories with name
containing a certain pattern.
For example: You can use *B* to match all files with
name containing with a ‘B’ character

[End With] Include/Exclude all files/directories with name ending
with a certain pattern.
For example: You can use *.doc to match all files with
name ending with ‘.doc’ (all Word documents)

[Regular Expression] Include/Exclude all files/directories with name matching
a regular expression.

Filter Mode Defines whether you want to include or exclude matched files into/from the
backup set. Also, for those unmatched files, you can choose to exclude (if
include filter type) or include (if exclude filter type) them into/from the
backup set.

Example 1:
If you want to backup only Word, Excel and PowerPoint documents in your document directory (e.g.

C:\My Documents), you should setup your backup filter as follows.

Top Directory C:\My Documents

Apply To = File (true)
Matching Type = End With
Matching Patterns = *.doc, *.xls, *.ppt
Filter Mode = Include

Exclude all others = True

Example 2:
If you want to backup all files, excluding all *.exe, *.dll and *.tmp, in C:\Applications, you should setup

your backup filter as follows.

Top Directory C:\Applications

Apply To = File (true)
Matching Type = End With
Matching Patterns = *.exe, *.dll, *.tmp
Filter Mode = Exclude

Include all others = True

Example 3:

If you have made your selection of files (all under C:\) from the backup source setting but you want
exclude all images (e.g. *.jpg and *.gif) from your selection, you should setup your backup filter as

follows.

Top Directory = C:\

Apply To = File (true)
Matching Type = End With
Matching Patterns = *.jpg, *.gif
Filter Mode = Exclude
Include all others = false

Please note that the [Include all others] setting is not enabled because you don’t want to include all
other files (NOT *.jpg, *.gif) under C:\ into the backup set.

Example 4: (advanced)

If you want to include everything, except the “log” directory, under C:\Applications into a backup set,
you should setup your backup filter as follows.

Top Directory
Apply To

C:\Applications
Directory (true)
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Matching Type Regular Expression

Matching Patterns = ~log$
Filter Mode = Exclude
Include all others = True

Example 5: (advanced

If you want to include all directories named “log” from the backup set files with file name starting with
“B” and ending with “*.doc” under C:\My Documents into the backup set, you can use a regular
expression of “~B.*\.doc$” to do your selection. The filter backup can then be setup as follows.

Top Directory C:\My Documents

Apply To = File (true)
Matching Type = Regular Expression
Matching Patterns = ~B.*\.doc$

Filter Mode = Include

Exclude all others = True

4.6  Pre/Post-Backup Command

The command line tool feature has two major components, the [Pre-Backup] command and the [Post-
Backup] command. You can use the [Pre-Backup] or [Post-Backup] commands to run any native OS
(operating system) commands before or after running a backup job.

Backup Set Backup Restore Tools Yiew Help
|| 5ave setting | P Start Backup [l Stop Backup
h"} Backup Controller I"_x E-I Command Line Tool (FileBackupSet-1)
b
Qll,!laer.Pmﬂle Fre-hackup e
= @ FileBackupSet-1
Eﬁ' Backup Source |ND existing Command Line Toal v
[ Backup Schedule _
i packup Fiter Comrmand:
3] Wiorking Directory:
[ setting -
ﬁgEncwption Add Remove Froperies
iy Retention Policy
] Extra Backup Add new Post-backup Command Line Tool ['5_<|
(% IreFile Delta —
éanal Copy Mame: | Postbackup Command—1| |
Command: | |
Working Directary: | | [ Browse ]
7| Log Tahle (FileBackupSet-1) =4
Tyme | Log | Time |
& Backup | €} Restore | [g Log
Welcome to Rhinoback Manager! Guota (Remaining f Totaly: 99.87w /1000 Last Backup: 2008-11-24 17149

Both [Pre-Backup] and [Post-Backup] commands comprise of the following parameters:

Key Description
Name Name of this Command
Command The command to be run

(e.g. C:\My Documents\Application.exe or C:\My Documents\BatchJob.bat)
Working Directory |The directory at which this command will run

The backup set type affects the time at which [Pre-Backup] and [Post-Backup] commands run. The
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following table outlines when [Pre-Backup] and [Post-Backup] commands will run in different types of
backup set.

Backup Set Type When Pre-Backup Commands run? |When Post-Commands run?
File Before uploading backup files After uploading all backup files
Non-File Backup Sets |Before spooling backup files to After spooling backup files to
(e.g. Microsoft SQL  |temporary directory temporary directory (i.e. before
Server) the first backup file is uploaded)

Note: You should never backup an application while it is running as this can result in inconsistent and
unusable files getting backed up. Please use the Pre-Backup Command feature to shutdown your
application before running a backup job and use the Post-Backup Command feature to restart your
application after the backup job has completed.

4.7  Encryption

Before your files are sent to Offsite Backup Server, all your files are to be compressed and encrypted
by your choice of encrypting algorithm, mode and key. The following table explains all encryption
parameters available within a backup set.

Note:
Encryption settings are set at backup set creation time and cannot be modified. You need to create a
new backup set if you want to change your encryption settings for a backup set.

# Rhinoback Manager Q@gl

Backup Set Backup Restore Tools View Help
Jl.EJ Save Setting P Start Backup -

o Backup Controller [Ea) (4 Encryption (FileBackupSet-1)
I';;‘.Hser.Pruﬂle Encryption
= [@ FileBackupSet-1 )
if Backup Source Algarithm: AES
(& Backup Schedule Maode: ECB
i BECKUFJ Filter Encwptmg Key: e
=] command Line Tool )
= v
7] setting Mask Encrypting Key

[EtEnCryption
lﬁl Retention Policy
EIErtra Backup

[ In-File Delta
%Lucal Copy

Log Table (FileBackupSet-1)
Type | Log Time

@ Backup | € Restore | [ Log
Welcaome to Rhinoba... | Quota (Remaining § Total): 99 87 F100M | Last Backup: 2006-11-2417:19

Parameter Description

Encryption Algorithm |It defines the encrypting algorithm used to encrypt your backup files.
There are three encryption algorithms available:

[AES] Advanced Encryption Standard algorithm
[DESede] Triple DES algorithm
[Twofish] Twofish algorithm

We recommend the use of AES as it has been chosen as the encryption
standard for commercial use. Please refer to references on Cryptography
for more information on this area.

Encryption Mode It defines the encrypting mode used to encrypt your backup files. There
are two encryption modes available:

Rhino USA, LLC Page 20 of 106 (April 15, 2008)

www.rhinoback.com



RHIN@BACK User’s Guide

[ECB] Electronic Cook Book Mode
[CBC] Cipher Block Chaining Mode

We recommend the use of CBC mode as it offers better security. Please
refer to references on Cryptography for more information on this area.

Encrypting Key The key used to encrypt all files within a backup set. Please write it
down on paper and keep it in a safe place. If the key is lost, you
will not be able to recover your files from the encrypted backup
files.

4.8 Retention Policy

During backup, if Rhinoback finds out that you have deleted a file (or updated a file) on your computer,
it will put the corresponding deleted (or updated) file already backed up on the Rhinoback server into a
retention area. The retention policy setting defines how long files inside the retention area will be kept
on the backup server before they are deleted automatically from the server.

Retention policy will only affect “retained” file (i.e. files that have already been deleted or updated on
your computer and thus are moved to the retention area of the backup server). For those files that
have not been updated on your computer, the backup of these files is kept in the data area on the
backup server and won't be affected by the setting of retention policy. These backup files of unchanged
files will stay on the backup server forever until the original files are removed (or updated) from your
computer.

Standard Retention Policy

The [Standard] retention policy allows you to delete retained files automatically after a user defined
number of days or after a user defined number of backup Jobs. To change the retention policy setting
of any backup set, please select the [Retention Policy] node on the left panel. You can then make
changes to your retention policy under the [Retention Policy] section. After you have made your
changes, just press the [Save Setting] button on the toolbar.
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# Rhinoback Manager

(=1

Backup Set Backup Restore Tools Yiew Help
|==-| Save Setting .' Start Backup ! Stop Backup

t."‘, Backup Controller

F_X '@' Retention Palicy (FileBackupSet-1)

E':‘. LIser Profile

= |@) FileBackupSet-1
E@ Backup Source
& Backup Schedule
4 Backup Filter

=] Command Line Taal

[] setting

ﬁg Encryption
Retention Policy
= Estra Backup
(% In-File Delta

é Local Copy

(%) Keep delated filefs) for |T V| |Days V|

() Advanced

Femuove retention files for overlap policy

Addd Femuove Froperties
Log Tahle (FileBackupSet-11 q
Type | Log Time

| @ Backup | & Restare [ [E Log

YWelcome to Rhinoha. ..

cuota (Remaining f Totaly: 99.87M F100M | Last Backup: 2006-11-24 1719
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Advanced Retention Polic

_# Rhinoback Manager
Backup Set Backup Restore Tools View  Help

|,-=-| Save Setting b* Start Backup ! Stop Backup

E."", Backup Controller iﬁq ﬁf Retention Palicy (FileBackupSet-1)
QUser Profile
= (3 FileBackupSet1 () Keep deleted fileds) for | | | |
E@Eﬂackup Source (&) Advanced
@Backup Schedule
45 Backup Filter [ ] Remove retention files for averlap policy
=1 Command Line Taol —=
i1 setting Add new Retention Policy ri|
hﬁ;ﬁnwmmn Mame: | Retention Policy-1 |
% E ackup ~Type
(7 In-File Delta O Daily @ ieeky O Maonthly
éLDCEﬂ CDFI'}." ................
O Guarterly (O Yearly ) Custom
Freguency i
keep retention files for the folowing days -
LogT [ ] Sunday [ ] Monday [ Tuesday 7
Type | [ 1vvednesday [ ] Thursday [ | Friday
Saturday
Mumber of copy to keep: |T V|
f."; Backup I_&'l Festore ||Lﬂ?}' Lng| ’ (]34 ] ’ Cancel ]

Wielcome to Rhinoback Mana...  Quota (Remaining f Total), 99 8707 100M | Last Backup: 2006-11-24 1¢.19

The [Advanced] retention policy allows you to configure a more flexible retention policy. It allows you
to keep a set of snapshots of all backup files based on the time of the backup Jobs. For example, you
can configure the advanced retention policy to keep the following sets of backup files to mimic the
retention policy back from the old days when you were still doing tape rotations:

¢ Allfiles available within the last 7 days
€ All files available on the last 4 Sundays within the last 28 days
#  All files available on the 1%t day of each month within the last 3 months
#  All files available on the 1%t day of each quarter within the last 12 months
& All files available on the 1% day of each year within the last 7 years
To do so, you need to setup your advanced retention policy as follows:
€ Type = Daily; Number of copy to keep = 7
€ Type = Weekly; Frequency = Sunday; Number of copy to keep = 4

¢ Type

Monthly; Frequency = Day 1; Number of copy to keep = 3

€ Type = Quarterly; Frequency = Day 1 of Jan, Apr, Jul, Oct; Number of copy to keep = 4
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€ Type = Yearly; Frequency = Date 01-01; Number of copy to keep = 7

Assuming today is 17-]Jan-2006, if [Remove retention files for overlap policy] is NOT enabled, a total of
25 snapshots (7+4+3+4+7, provided you have run backup daily for more than 7 years already) will be
kept on the server accordingly, i.e.:

4 Daily: 10-Jan-2006, 11-Jan-2006, 12-]Jan-2006, 13-]Jan-2006, 14-]Jan-2006, 15-]Jan-2006,
16Jan-2006

Weekly: 24-Dec-2005, 31-Dec-2005, 7-Jan-2006, 14-]Jan-2006
Monthly: 1-Nov-2005, 1-Dec-2005, 1-Jan-2006

Quarterly: 1-Jan-2005, 1-Apr-2005, 1-Jul-2005, 1-Oct-2005

* 6 o o

Yearly: 1-Jan-2004, 1-Jan-2003, 1-Jan-2002, 1-Jan-2001, 1-Jan-2000, 1-Jan-1999

If [Remove retention files for overlap policy] is enabled, only the following snapshots are kept:
¢ Daily: 14-Jan-2006, 15-Jan-2006, 16-Jan-2006

Weekly: 7-Jan-2006

Monthly: 1-Nov-2005, 1-Dec-2005, 1-Jan-2006

Quarterly: 1-Jan-2005, 1-Apr-2005, 1-Jul-2005, 1-Oct-2005

* 6 o o

Yearly: 1-Jan-2004, 1-Jan-2003, 1-Jan-2002, 1-Jan-2001, 1-Jan-2000, 1-Jan-1999

The weekly policy overrides the daily policy so the snapshots of 10-Jan-2006, 11-]Jan-2006, 12-Jan-
2006 and 13-Jan-2006 are removed. The monthly policy overrides the weekly policy so the snapshots
of 24-Dec-2005, 31-Dec-2005 and 7-Jan-2006 are removed as well. The same applies to the quarterly
and yearly policy but because there is no other overlapping of the dates above, the snapshots of dates
specified by the monthly, quarterly and yearly policy remains the same.

4.9  Extra Backup (Off-line backup, Logout Reminder)

Off-line backup is basically designed for notebook users who are off-line most of the time and cannot
rely on backup schedule to backup regularly. The "Backup Interval" allows notebook users to specify
the interval that they would like their data to backup. If this interval has elapsed, backup will run
automatically once this machine is online. The "Off-line Notification Day" setting is the number of days
after the off-line backup interval when the backup server will send email notification to the client to
remind him to run an off-line backup.

4.10 Network Mapped Drive

If you need to backup a network-mapped drive on Windows (it will only work in Windows
NT/2000/XP/2003), you must enter your Windows domain, username and password into the [Network
Resources Authentication for Windows] section as shown below. It is required because scheduled
backups will always run under the context of windows LocalSystem account (which does not have the
privilege required to access network resources) by default. Rhinoback needs to collect your Windows
username, password and domain name to authenticate itself to the windows domain controller to
acquire the required access privileges to the network files which are to be backed up. If you don't
supply a username and password, the Rhinoback manager will have problem accessing network
resources in its scheduled backup Jobs.

If you need to backup network mapped drive in scheduled backup, please do this:

i. Select the backup set from the left panel and press the [Properties] button
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# Rhinoback Manager

Backup 5t Backup Restare Toaols Yiew Help
|,5| Save Setting " Start Backup !

&> Backup Controller {2 [ Backup Set- FileBackupSet-1

I;';‘.U_serPrnﬂle

=N =] FileBackupSet-1
{5 Backup Source
rE“:') Backup Schedule

rBackup Set

Mame: FileBackupSet1
Type:  File Backup

1[-1:} Backup Filter Metwork Resources Authentication for Windows
E] Cammand Line Toal Damain:

rj Setting User Marne:

L& Encryption Password:

‘fﬁ_'[ Retentian Policy

(% In-File Delta

é Local Copy Run scheduled backup on this computer
Log Tahle (FileBackupSet-1) =
Type | Log Time
& Backup | &) Restore | (g Log
Wielcome to Rhinohack Manager! Guota (Remaining [ Total); 99.87M F 1000 Last Backup: 2008-11-2417:19

ii.  Enter your Windows domain, username and password into the dialog shown below

et-1 Properties x|

Marme: IFiIeEackupSet—1

Type:  File Backup
Network Resources Authentication for Windows

Domain: Iwindows-domain

User Mame: |dem0-user

Passward: Im-a-m-a-*

[0:4 Cancel |

iii. Press the [Save Setting] button on the toolbar

The steps above apply only to computers running in a Windows domain. If you don’t have a windows
domain with your network and you are using a workgroup or using a NetWare server instead, please
use the “net use” command to authenticate the running backup process against the computer hosting
the mapped drive. Otherwise, you will get “Access Denied” error from the backup report.

For example, if you want to backup \\SERVER\SHARE that is located on a NetWare server (or another
computer is a windows workgroup) and you are getting "Network drive is not accessible" error message,
please try adding the following command as a [Pre-backup command]

net use \\SERVER\SHARE [PASSWORD] /USER:[DOMAIN | MACHINE_NAME]\[USERNAME]
E.g.

C:\> net use \\Netware\Data password /USER:peter
C:\> net use \\WorkgroupComputer1\Data password /USER:WorkgroupComputerl\peter

This will authenticate the current process with the NetWare server (or another computer is a windows
workgroup). Backup will then be allowed to run correctly.

Rhino USA, LLC Page 25 of 106 (April 15, 2008)
www.rhinoback.com



RHINGBACK

User’s Guide

4.11 Local Copy

If you want to save an extra copy of backup data on your local disk (in addition to a copy of backup
data stored on the backup server) to minimize file-restoring time and/or to provide an extra safety
precaution, you can do the following:

Vi.

Vii.

Open Rhinoback from the System Tray (see previous sections for details)

Setup your backup set (see previous sections for details)

Select [Local Copy] under your backup set from the left panel

# Rhinoback Manager
Backup Set

Backup Restore

o Backup Contraller

Tools  Wiew Help

& save Setting | P Start Backup [l

r_x é Laocal Copy (FileBackupSet-1)

l;:'. User Profile

= @ FileBackupSet1
{5 Backup Source
,_@ Backup Schedule
4 Backup Filter
=] command Line Taal
[ setting
3 Encryption
\T—fj Retention FPolicy
= Extra Backun
(% In-File Delta

< ¥

Copy to Local Hard Disk:

rCopy to
| CALocalBackup | [ Chanoge
rZip
Zip copied file{s)?
@ ves (Mo
Log Table (FileBackupSet-1) £
Type | Log Time

@ Backup | € Restore | g Log
Welcome to Rh... |Quota (Remaining J§ Total): 99.87M 7 100M |Last Backup: 2006-11-24 1719

Check the [Copy to Local Ha

rd Disk] checkbox

Enter a directory to where you want an extra copy of your backup files to be stored in
the [Copy to] field provided (preferably a directory under another hard disk)

(Optional) Select the [Yes] radio button if you want to store your backup files in
compressed form to conserve free space usage

An extra copy of backup will be saved in the [Copy to] directory when you run your

backup job

If you want to make local copy to a directory located on a NetWare server (or another computer is a
windows workgroup) and you are getting "Network drive is not accessible" error message, please try
adding the following command as a [Pre-backup command]

net use \\SERVER\SHARE [PASSWORD] /USER:[DOMAIN | MACHINE_NAME]\[USERNAME]

E.g.

C:\> net use \\Netware\Data password /USER:peter
C:\> net use \\WorkgroupComputer1\Data password /USER:WorkgroupComputer1\peter

Rhino USA, LLC
www.rhinoback.com

Page 26 of 106

(April 15, 2008)



RH'N@BACK User’s Guide

This will authenticate the current process with the NetWare server (or another computer is a windows
workgroup). Backup will then be allowed to run correctly.

How to restore “Local Copy” files

“Local copy” files are stored in the [Copy to] directory (under [Local Copy] setting) in encoded
filenames (A “.nozip” extension is appended to all filenames if [Zip] setting is not enabled. A “.zip”
extension is appended to all filenames if [Zip] is enabled). To restore backup files back to their original
filenames (and to their original contents if [Zip] is enabled), please do the followings:

i Choose [Tools] -> [Unzip Local Copy]

ii.  Select the required [Backup Set] from the drop down list

# Unzip Local Copy E|

Backup Set;. [gE=EE
Source Directory

| ChlocalEackup | Change

Diestination Directary

| | Change

iii.  Fill in the [Source Directory] (directory where “Local Copy” files are stored) and
[Destination Directory] (directory to where you want “Local Copy” files to be restored)

iv. Completed

4.12 Multiple Computers using one backup account

If you want to backup multiple computers using a single backup account, you need to create different
backup sets to backup each individual computer. Also, for each installed copy of Rhinoback, you must
configure Rhinoback so that it only runs scheduled backup for its intended backup sets on its computer.
If this is not setup properly, scheduled backup jobs of the same backup set from different computers
will both be started. This will result in lots of checksum errors and files being deleted on the
backup server.

To allow multiple computers to be backed up under a single backup account, you are required to do the
following for each computer that has been installed with Rhinoback under the same backup account:

i. Logon to one of the computers that has been installed with the Rhinoback Manager
under the same backup account

ii.  Open Rhinoback and select a backup set that is not intended to run on this computer
from the left panel

iii. Uncheck the [Run scheduled backup on this computer] checkbox on the right panel
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# Rhinoback Manager

Backup Set Backup Restore Tools Wiew Help
| save setting [P start Backup [l

oy Backup Cantroller [# [ Backup Set- FileBackupSet-1
—
[—_ Q_sler Profile - ~Backup Set
! at e .
i Backup Source 'T'Jam-& Ii!:eElEiackkupSeM
F& Backup Schedule yRe. Tile Dackup
Backup Filter MNetwork Resources Authentication for Windows
Command Line Tool Damain:
[ setting User Name:
L&) Encryption Password:
fiy Retention Policy
EE}dra Backup 8 Froperties
(' In-File Delta P .
%Lucal copy Run scheduled backup on this computer

Log Table (FileBackupSet-1) o
Type | Log Time

& Backup i) Restore | [ Log
Welcome to Rhinoba... |Quota (Remaining 7 Total): 99.87M 7 1000 |Last Backup: 2006-11-2417:19

iv. Repeat the previous step for the rest of all backup sets that are not intended to run on
this computer

v. Repeat step ii to step iv for each computer that has been installed with Rhinoback under
the same backup account

IMPORTANT If you want to backup an extra computer using the same backup account some time later
(this implies that you need to create an additional backup set under this backup account for the new
computer), please make sure to repeat the procedure above (unchecking the [Run scheduled backup
on this computer] checkbox for the added backup set) for each computer

4.13 Transfer Block Size

Transfer block size defines the block size Rhinoback will use to transfer your backup blocks. Generally,
backup job using a larger block size would have a better performance, as there will be less roundtrip
involved in connection initialization.

However, some firewalls or proxy servers may block out-going network traffic (HTTP/HTTPS POST
method) with large block sizes for security reasons. If you are in a network with this type of restriction,
please lower the transfer size value and try again.

To change the transfer block size of any backup set, please select the [Setting] node on the left panel
to invoke the [Setting] panel on the right. You can then make changes to the [Transfer Block Size].
After you have made your changes, just press the [Save Setting] button on the toolbar.
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# Rhinoback Manager

Backup Set Backup Restore Tools Wiew Help
|&| save setting [P start Backup [l
(o Backup Controller [2a) (-] setting (FileBackupSet1)
[—;*_Q_S‘er.F'ruﬂle ~Tempaorary directary for storing backup files A
= |@ FileBackupSet-1
[f5 Backup Source CiBackup
& Backup Schedule Refmove termporary files after backup
ackup Filter
r Transfer Block Size
() Encryntion 128k ¥ | Bytes
fif Retention Palicy
EI Extra Backup r
(- In-File Defta
|é| Local Capy
r\u"DIUmE Shadow Capy (Mindaows 2003 &}(F‘)—| w
E Log Tahle (FileBackupSet-1)
Tre | Lag | Time
& Backup | € Restare | [@ Log
Welcome to Rhinoback Manager Quota (Remaining § Total): 99.87M /1000 | Last Backup: 2006-11-24 1719

4.14 Temporary directory

If you are running a file backup job with in-file delta enabled or a database type backup job, temporary
files will be generated by the backup job and directory that will be used to store all these files are
defined by [Setting] -> [Temporary directory for storing backup files]. Please set this to a non-system
disk partition that has enough free space to avoid problems.

You can set the [Temporary directory for storing backup files] to a network mapped drive. If you
choose to do this, please use a UNC path (e.g. \\SERVER\SHARE) or don‘t forget to configure the
[Backup Set] -> [Network Resources Authentication for Windows] setting.

To conserve the use of disk space, you can use the [Remove temporary files after backup] option to
delete the temporary files automatically after a backup job has finished.

4.15 Follow Symbolic Link (Linux/Unix/Mac only)

Under Unix/Linux, users can use symbolic link to create a simple link to a directory from another
directory. This setting defines whether you want Rhinoback to traverse any symbolic links encountered
on your backup path.

To change the transfer block size of any backup set, please select the [Setting] node on the left panel
to invoke the [Setting] panel on the right. You can then make changes to the [Follow Symbolic Link].
After you have made your changes, just press the [Save Setting] button on the toolbar.

4.16 Microsoft Volume Shadow Copy (VSS)

Microsoft Volume Shadow Copy Service (VSS) allow you to backup files that are exclusively opened.
Without VSS, you will get the error message “The process cannot access the file because another
process has locked a portion of the file” if you are trying to backup a file that is exclusively opened (e.g.
Outlook PST file).
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Please note that VSS is only available on Windows XP / 2003 and you must have administrative
privileges to start the VSS service on a computer.

If you are running Windows 2003, please install the Windows 2003 VSS hot fix available in
http://support.microsoft.com/default.aspx?scid=kb;en-us;887827 before running VSS.

If you are running into problem with running VSS on Windows XP, Microsoft's recommendation is to try
re-registering the Volume Shadow Copy Service again. Simply run the script [OBM
Home]\bin\RegisterVSS.bat to do so.

For more information, please take a look at the following page for a technical introduction to Volume
Shadow Copy Services (VSS):

http://technet2.microsoft.com/windowsserver/en/library/2b0d2457-b7d8-42c3-b6c9-
59c¢145b7765f1033.mspx
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5 Backing up files

This chapter describes how files are backed up by Rhinback to the backup server

5.1

How files are backed up

The diagram below describes how Rhinoback backups your files.

Backup Operations:

1. Collect all files which are new or have
been updated since last hackup .

2. Each of these files is zipped,

encrypted and securely backed up
to the Rhinoback Server through

The Rhinoback Software can be configured
to start automatically every night. All user
files createdfupdated during the day will
then be hacked up to hackup server an the
same night without any user intervention.

User's Secure Socket Layer (SSL) Rhinoback

Computer Authentication Backup Server

User Directory parmeters & Rhinoback
Zipped & encrypted fles Zipped &

_.l I'u'lary Raw Encrypted are sent in 551 Engryp‘[ed I'u'lary
—1 File File File 5 |
— e )

<7 | Data =d Tl =
_ﬂ LEs ﬂ

_1dohn " John
. E"
L) ]

Allusers'files are encrypted by a

world first class 128-hit encryption
algorithm with & user defined encrypting
key. File content is meaninglessto
everyone except user itself.

Run backup at scheduled time automatically

Once you set your backup scheduled, a backup job will be started automatically to perform backup
operation for you at your absence. You can have backup running at your scheduled time as often as
you want (e.g. twice a day or hourly during office hour) without requiring doing any extra work.

Incremental Backup

Unchanged files are already backed up to server and need not to be backed up again. Rhinoback will
pick the new or updated files from your backup set files and upload only these files to the server. It
significantly reduces the time required to perform the backup operation since most users update less
than 5% of their total data each day.

Compress and encrypt data automatically

Data are compressed and encrypted before they are uploaded to the server. Not only does it reduce
the storage space to keep you backup files, it also ensures the privacy of your data.

File Retention Policy

The built-in file retention policy allows you to access multiple versions of the same file or even deleted
files from your backup set. Backup files are put into a retention area before they are removed from the
server. If you want to get back a deleted file (or you want to get back the previous versions of an
updated files) within the retention period, these files will always be available in the retention area. This
feature is particularly useful when you have accidentally deleted a file or incorrectly updated a file
within the file retention period (file retention period is user customizable).

5.2 Backup files directly to the backup server

You can backup your data to an Offsite Backup Server by following instructions below.
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i Open Rhinoback
ii. Right click Rhinoback icon available in the system tray and choose [Open]
a. Create a backup set

b.  From the Menu, Choose [Backup Set] -> [New] -> [File Backup Set]

# Rhinoback Manager
p_)‘, Remaove ¥ > Systemn State Backup Set upSet1)
&l save Setting [# Lotus Backup Set —
[H Exit [ s Exchange Backup Set far storing backup files——— —
II5 Backup S0 L“ MS Exchange Mail Backup Set | [ Browse
r@ Backup St ) M5 SOL Server Backup Set arary files after backup
FLBatkup Fil i o) Backup Set
Hcommand
] i’l': Oracle Database Backup Set =
L) Encryption | IM Eytes
i Retertion Paolicy
S Eutra Backup
(% In-File Delta
= Local Copy 0
|—VOIume Shadow Copy (Aindows 2003 &}(P)—| e
Log Table (FileBackupSet-1) f-?
Type | Log | Time
& Backup | € Restore || [ Log
Welcome to Rhinoback Manager! Cyota (Remaining f Total): 99.87M /1000 |Last Backup: 2006-11-24 17149
C. Enter a name for your backup set
X
~Backup Set
Pleage type a name for this Backup Set.
Mame: |FileBackupSet-1
Type: File Backup
Cancel | = Frevious Mext= |
d. Select the files/directories you want to backup
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Add new File Backup Set x|

rBackup Source
Flease selectfiles orand directories to he backed up.

=~ Standard

i @[V (] Favarites

#1- [ [ Desktap

© [ Ay My Documents
=1 & optians

B~ ' My Computer
- [ i 334 Floppy (A9
[ e Data (G

[T e Win2003 (D)
[ = Wiin2000 (E7)
e Temp (F)
E-[] L4 DYD-R Drive (G)

Cancel | < Previous Mewt =

e. Set the backup schedule (Note: You can have more than one schedule in a backup
set)

Backup Schedule
Flease schedule the backup time.

Add Remaove | Fraperties |

Cancel | = Previous | Mext =

f. Set the encryption algorithm, encryption mode and encrypting key for this backup
set
(Hint: For the sake of simplicity, just select the [Default] radio button (your
encrypting key is set to be the same as your backup account password)
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a.

b.

Ld4 new File Baz

Encryption Setting
Flease setup the encryption setting ofthe Backup Set.

~ Default (Use Login Password as Encrypting Key)

X

[~ Do MOT use encryption.

Algorithim: IAES vl

Mode:
i+ CBC (Cipher Block Chaining

= ECB (Electronic CookBook)

Encrypting Key: I

Confirm Encrypting Key: I

Cancel | = Previous | Mext =

Run Backup

Backup] button () on the toolbar

Server.

Backup to
(cl

¢ Local Hard Disk (Seed Load Utility)

Startthe backup for [FileBackupSet-1] 2

QK | Cancel |

Select the backup set you want to run on the left panel and press the [Start

Note:

1. You can have more than one backup set in backup account.
2. Please write the encrypting key down on paper and keep it in a safe place. If you lost your encrypting key is

lost, you will not be able to restore your backup files.

Select [Off-site Backup Server] to start backing up your files to an Offsite Backup

5.3 Backup files to removable hard disk (seed loading)

If you have a lot of data (e.g. 300GB) to backup to the backup server, it would take a considerable
amount of time to perform the first full backup through the Internet. If you run into this problem, you
can use the Seed Loading Utility to backup your backup set to local hard disk (instead of directly to the
backup server) and then transport the backup data, using removable hard disk, to the offsite backup
server. The administrator can then load all your backup files from your removable hard disk into your
backup account. This could then save you days (even weeks) of performing your first full backup. Since
subsequent backup will be incremental backup (only new or updated files will be uploaded to the

server), you should have no problems finishing backing up all files afterwards.

To perform seeding loading, please do the following:

Open Rhinoback from the System Tray (see previous sections for details)

Setup your backup set (see previous sections for details)

Select the backup set you want to run on the left panel and press the [Start Backup]

button (») on the toolbar
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iv. Select [Local Hard Disk (Seed Load Utility)] to start backing up your files to local hard
disk and press the [OK] button

Confinm Al il

Backup to

¢

 Local Hard Disk (Seed Load Utility)

Startthe backup for [FileBackupSet1] ?

OK | Cancel |

v. Enter a directory where you want all backup files to be stored in the [Destination
Directory] field and press the [Start] button.

Please make sure you have enough free space in the directory specified. If you are
going to transport a removable hard disk to the offsite backup server, please enter a
directory under your removable hard disk here.

# Backup to Local Hard Disk (Seed Load Utility) X

Backup Set. FileBackupSet-1
Backup Type: File

Destination Directory

E:ISeed-Luading-Directur‘ﬂ | Browse

Tirme | Log |

[ ]

vi. You should get the message “Backup Completed Successfully” as shown below after all
backup files are spooled to the directory you specified.

Backup Set. FileBackupSet-1

Backup Type: File

~Destination Directory

E'Seed-Loading-Directory Browse

Collecting all files in this backup set.. Completed :l
Total Files= 6

[1/5] Processed 'CUAUTOEXEC BAT'

[2/5] Processed 'Clbootini®

[3/5] Processed 'Cldellimg'

[4/8] Processed 'Cldnnetimg’

[5/5] Processed 'Cldrnet2.img’

Start running post-commands

Finished running post-commands

Backup Completed Successfully z

Processed: 3.1M { 3206764 byte ) Start Stap |
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vii. Contact Rhinoback and make arrangements to deliver the seed load data for loading.
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6 Restoring files

This chapter describes different ways files can be restored from to the backup server

It is important to write down your encrypting key on paper and keep it in a safe

place because there will be no way to restore your backup files if you lose your
encrypting key.

6.1  Restore backup files directly from backup server

You can use either Rhinoback on your local computer or the web restorer to restore backup files from

the backup server.

Using Rhinoback

You can restore your data from the backup server by following instructions below.

i Open Rhinoback from the System Tray (see previous sections for details)

ii. Select the [Restore] tab at the bottom part of Rhinoback

. =] |
Backup Set Backup Restore Tools View
Save Sefting | » Restore Files |
31 Restore Source (FileBackupSet-1)

& Log Controller

- [EOMESaLBackupSet1

(&) OracleBackupSet-1

[ MSExchangeBackupSet1
‘- [d] LotusBackupSet1

[ MySGLBackupSet-1

& Show files after Job |2005-DB-28 yl 6:59:0?):' " Show all files

2 )
i COMFIGST FETMOUMET, Z003-T2-13 1317 Size: 32)
o[ D dellimg {Last Modified: 2004-04-26 19:21 Size: 1M)

[v! D drvnetimg (Last Modified: 2004-04-27 16:23 Size: 854k)

 Backup @ Restore | [i] Log |

|Elackup Completed Successfully

|Quota (Rermaining  Total): S00k § S00M |LastElackup: 2005-06-28 14:51

iii. Select the backup set from which you would like files to be restored from the left panel

iv. Select the snapshot of your backup files that you would like to restore from the backup
server by using [Show files after Job] drop down list

v. Select the files that you would like to restore and press the [Restore Files] button on

the toolbar
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# Restore Files

X

Backup Set FileBackupSet-1 (FILE)
~Restore files ta

Titne Log

[ ]
Estimated Total Restore Time:

Estimated Restaore Time:

Saving File To:

Festaring Speed:

u

vi. Use the [Browse] button to select the directory to where you want files to be restored
(or simply select [Original location] to restore files to their original path)

vii. Files will be restored automatically as shown below (a file won’t be downloaded from
the backup server again if an identical file exists on local path already)
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Backup Set: TestBackupSet (FILE)
Restare files to

() Original location

(%) | ctempitest

Browse

Time Log |
2006-11-24 20:39:06 Start
2006-11-24 20:39:06 Downloading restore file list ..
2006-11-24 20:39:07 Downloading .. ‘citemptestiBudget2001 x1s' (Taotal Gk bytes)
2006-11-24 20:39:07 citemptestiBudget2001 ks (5k vtes) downloaded
2006-11-24 20:38:07 Restoring File Permission: "citempitestiBudget2001 xls"
2006-11-24 20:39:07 Downloading ... 'cMempiestiCES Letter 1.doc’ {Total 2k bytes)
2006-11-24 20:38:07 citempitestiCBS Letter 1.doc {2k hytes) downloaded
2006-11-24 20:39:07 Restoring File Permission: "ctempitestiCBS Letter 1.dac”
2006-11-24 20:39:07 Downloading ... 'citemptestChristmas Card List 2004 x12' (Total 3k bytes)
2008-11-24 20:39:07 citermpitestiChristmas Card List 2004 x5 3k bytes) downloaded
2006-11-24 20:39:07 Restoring File Permission: "citempitestiChristmas Card List 2004 xIs"
2006-11-24 20:38:07 Downloading ... 'cMempitestiTime Tracker.doc' (Total 3k bytes)
2006-11-24 20:38:07 citempitestiTime Tracker.doc {3k bytes) downloaded
2006-11-24 20:39:07 Restoring File Permission: "ctempitestiTime Tracker. doc”
2008-11-24 20:39:07 Downloading ... 'citempitestcoolstuffjpg (Total 28k hytes)
2006-11-24 20:39:07 citempitesticoolstufipg {28k hytes) downloaded
2006-11-24 20:39:07 Restoring File Permission: "citempitesticanlstuff jpg”
2006-11-24 20:39:08 End

Estimated Total Restore Time: 0 sec {Total 42.95k bytes - 42 96K hntes restored)
Estimated Restore Time: 0 sec (Total 28.23K vtes - 28.24k bytes restored)
Saving File To; citermpitesticoolstufjpg

Restoring Speed; 28.6k hytesizecand

Close

| End

Using the web interface

You can restore your data from Rhinoback by following instructions below.

Logon to the Offsite Backup Server web interface.

» Go to www.rhinoback.com

» Select the Account tab
» Select Backup Management Console
» Login using your id and password

From the top menu, click [File Explorer]
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=101 x|
Restore | Install Software Fags | Help | Select Langquage
Profile | Backup Set | File Explorer | Report | Statistics Logaut

) Home

Delete |

i Backup Set Size
T 2 FilebackupSet-1
N 3 MssSolBackupSet-1

Delete |

Mote: 1. This shows all backup sets available within this backup account.

To restore backup files, please click the backup set link shown above ta continue.

To delete a backup set, check the checkbaox next to the backup set and press the [ Delete ]
button,

Last Modified Zipped [Ratio]

wora

@ [ [ 7

Click the [Backup Set] link that contains the files that you want to restore

Select the snapshot of your backup files that you would like to restore from the backup

server by using [Show files after Job] drop down list

Tnternet Ex =01 x]
Restore | Install Software Faos | Help | Select Lanquage
Profile | Backup Set | File Explorer | Repart | Statistics Lagaut

) Home = FileBackupSet-1 = Y

# Show files after Job IQDDS-DB-QB (16:64) Vl = Show all files ¢ Show Jobs ¥iew
Deletel Restore |

fi File f Directory Size Last Modified Zipped [Ratio]
v COMFIG.SYS 1] 2003-12-13 15:17 32 [0%]
¥ dell.img 14M  2004-04-26 19:21 1.4M [2%]
v drvnet.img 1.4M 2004-04-27 16:23 a54k [40%]

Deletel Restare |

Note: 1. This shows all files / directories within a backup job of a backup set.
2. To restore files/directories, check the checkbox next to the files/directories and press the
[ Restore ] button,
3. To delete files/directories, check the checkbox next to the files/directories and press the
[ Delete ] button.

[ [T [ @ 7

If you want to see all different versions all files (shown as gray below), just choose the

[Show all files] radio button on the [File Explorer] page.

Files, which are shown in gray and marked as deleted below, e.g. dell.img (delete), are
being stored in the retention area on the backup server but you can still restore these

files from the backup server.
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_1aix
Restore | Install Software Fags | Help | Select Language
Profile | Backup Set | File Explorer | Report | Statistics Logaout
7 Home = FileBackupSet-1 = C3Y
" Show files after Job IQDDE-DEQE (22:17) 'l & Show all files (© Show Jobs Yiew
Delete | Restore |
# File f Directory Size Last Modified Zipped [Ratio]
= ..
| CONFIG.SYS 0 2003-12-13 13:17 32 [0%]
Il dellimg 1.4M 2005-06-29 12:47 1.4M [2%)]
I dellimg (deleted) 1.4M 2004-04-26 19:21 14M [2%)]
r drvnet.img 1.4M 2004-04-27 16:23 854k [40%]
Delete | Festaore |
Mote: 1. This shows all files / directories within a backup job of a backup set.
2. To restore files/directories, check the checkbaox next to the files/directories and press the
[ Restore ] button.
3. To delete files/directories, check the checkbox next ta the files/directories and press the
[ Delete ] button. —
[
@ [T T e Z

vi. Select the files that you would like to restore and press the [Restore] button on the
toolbar

vii. A dialog shown below would appear

t Internet E: r o ] o4 |
Restore | Install Software Fags | Help | Select Language
Erofile | Backup Set | File Explorer | Report | Statistics Logout

Please wait le applet is downleoading

Please select the Java Virtual Machine you would like to use to restore your backup files and press the
Restore button below,

Restare | < You should see a "Restore” button here

Troubleshooting:

i, Make sure you have clicked the "Yes' button on the security warning dialog baox, If you have
clicked the 'Ma' button already, please restart your browser and try again.

= Back

& [T [ Y

a. Press the [Restore] button

b.  Enter the directories to which backup files should be restored in the [Restore File
to] textbox
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=10l x|

Restare files to: I:Z\

Decrypting Key: I****

[2005-06-28 22:01:42] Start

[2005-06-28 22:01:42] Downloading restore file list ...

[2005-06-28 22:01:42] Same file 'CUCONFIG.SYS' exists already.

[2005-06-28 22:01:42] Skipping ... 'CACONFIG.8YS'

[2005-06-28 22:01:44] 'TAdellimg' {1.4M bytes) downloaded

8 22:01:44]) 'Chldrnetimg' (854k bytes) downloaded
:44] End

Saving drenetimg from 192 168.0.22

100%
Estimated Total Restore Time: 0 sec {Total 2.2M bytes - 2.2M bvtes restored)
Estimated Restore Time: 0 sec iTotal 354k bytes - 854k bytes restored)
Saving File Ta: Cihdrvnetimg
Restoring Speed: 1M bytesisecond

Close | [start | [t |

c.  Enter the encrypting key which will be used to decrypt your backup files upon

restoring your backup files

d. Press the [Start] button

6.2 Restore backup files from removable hard disk

If you want to restore lots of backup files from the backup server and you find it too slow to restore all
your backup files from the backup server through the internet. You can contact Rhinoback and request
your backup files in removable hard disk (or CD/DVD). However, all backup files stored on backup
server are in encrypted format. You need to decrypt them back to their original format before you can
use them. To decrypt your backup files from removable media, please do the followings:

Open Rhinoback from the System Tray

Select the [Tools] -> [Decrypt Files Wizard] from the menu

Use the [Browse] button to locate the “files” directory (provided by your backup

provider in removable hard disk or DVD) which contains the backup files that you want

to decrypt

# Decrypt Files Wizand §|

—Full path to the [files] folder

Flease enter the path to the [files] falder which contains the backup files that you want to decrypt.

|

Cancel

If you have more than one backup set under the “files” directory, select the [Backup

Set] which contains the backup files that you want to decrypt

Select the snapshot of your backup files that you would like to restore from the
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Vi.

Vii.

~Pleas slect the files that won want to decrpt

removable media by using [Show files after Job] drop down list

« Show files after Job ICurrent LI " Show all files
= & Backup Server
SR m=]e} 2005-06-28 (221 7:50)

r COMFIG ST ICEsTMOameET, Z003-T2-13 1317 Size: 1K)
Il D dellimg {Last Modified: 2005-06-29 12:47 Size: 1hi)
L D drenetimg (Last Maodified: 2004-04-27 16:23 Size: 856k)

Cancel | = Previous | et = |

—Pleaze select the files that you want to decropt

= Show files afterJob ICurrent vl f+ Show all files

=~ H Backup Server

ER=Te]
[ | CONFIG.SYS (Last Modified: 2003-12-13 13:17 Size: 1K)
O D dell.img {Last Modified: 2005-08-29 12:47 Size: 1h)
B | D dellimg iLast Modified: 2004-04-26 19:21 Size: 1M
r D drenetimg (Last Modified: 2004-04-27 16:23 Size: 856k)

i Cancel = Previous | Mext =

If you want to see all different versions all files (shown as gray below), just choose the
[Show all files] radio button on the [Decrypt Files Wizard] dialog.

Files, which are shown in gray and marked as deleted below, e.g. dell.img (delete), are
being stored in the retention area on the removable media (but you can still restore
these files).

Enter the directories to which you want backup files to be restored in the [Decrypt Files
to] section and enter the [Decrypting Key] (the same as the encrypting key of this
backup set)
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viii.

Backup Set: FileBackupSet-1 (FILE)
Decrypt files to

e I Browse |

Decrypting Kew: I

|

Elapzed Time:
Current File Time:
Saving File To:
Decrypting Speed:

Clom Start | Stop

Press the [Start] button

bn Decorypt Files

Backup Set: FileBackupiet-1 (FILE)
~Decrypt files to

% Original location

“ I Brows: |

Decrypting Key:l"*"*

[2005-06-28 22:21:38] Start
[2005-06-28 22:21:38] Initislizing decryptaction ...
[2005-06-28 22:21:38] Decrypling ... T Mrvastimg'
[2005-06-28 22:21:48] Decrypted CAdrvnetimg’ (854K bytes)
[2005-06-38 22:21 48] Skipping ... CACONFIG 873"
[2005-06-28 22:21:48] End

L e L
Elapsed Time: 854k bortes decrypted. 10 sec elapsed.

Current File Time: 0 sec (Total 854k bates - 854k bytes decrypted)

Saving File To:  CMrvmet img

Decrypting Speed: 85k bytestecond

Clos Start | Stop

6.3  Restrict restoring files by IP addresses

Online file restoring operation can be restricted by IP addresses. You can request Rhinoback to restrict
online file restoring for your backup sets by IP addresses to allow people from authorized IP addresses
to restore files from the backup server. To check if online file restore of any backup set is restricted this
way, please take a look at the Rhinoback web interface (www.rhinoback.com, [Backup Management
Console] -> [Backup Set] -> [Online Restore IP restriction] (shown below).

Users are not allowed to update the [Online Restore IP restriction] directly. Please ask your backup
services provider to do the changes for you.
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1ol x|
Restore | Install Software FagQs | Help | Select Language
Profile | Backup Set | File Explorer | Report | Statistics Logout
1. Mame | [add] |
Cormmand I
Wwarking Directory |
[Help] Post-backup command
1. Mame | [add]
Cornmand |
irectory |
[ ] Online Restore IP restriction
1. only from 192.168.0.0 to 192.168.0.255
Ml Resetl
Key:
Name Marne of the backup set
Backup Source Files/Directories that are to be included into or excluded from
the backup set
Backup Schedule Schedules when backup should be performed automatically
Enable In-File Delta Enable In-File Delta backup feature LI
] e Z
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7 In-File Delta Technology

The chapter describes what in-file delta technology is and how in-file delta can be used to backup large
database files (e.g. a 10GB Outlook.pst file) without uploading the whole database file everyday.

7.1 Overview

In-file delta technology is an advanced data block matching algorithm which has the intelligence to pick
up changes (delta) of file content between two files when one of the files is not accessible and use the
delta information between two files to rebuild one file from the other. Using this algorithm, daily
backing up of large file (e.g. a 10GB Outlook.pst file) over low-speed internet connection is made
possible because it requires only the changes of information (should be marginal) since last backup (or
last incremental backup) to be sent over a low-speed internet connection to complete the backup of a
large file (here we assume that the full backup of the file has been saved on the backup server already).

This is what would happen to the backup of a 10GB Outlook.pst file when it is backed up by Rhinoback
with in-file delta technology.

i The whole files (10GB), along with its checksum (128-bit) file, are backed up to the
backup server. This can be done directly through the internet or indirectly using the
seed loading utility on a removable hard disk.

ii.  When backup runs again later (normally the next day), Rhinoback will download a
checksum listing of all data blocks of the full backup file (or last incremental backup file)
from the backup server and use it to pick up all changes that have been made to the
current Outlook.pst file from the first full backup.

iii. Changes detected are then saved in a delta file which is uploaded to the backup server.
(This delta file is assumed to be small because the content of all PST files doesn’t
change a lot even after it has been updated)

iv. Subsequent backups of this 10GB Outlook.pst file will go through step ii and step iii
again. As explained, only a small delta file will be uploaded to the backup server.

v.  With in-file delta technology, daily backing up of large file over low-speed internet
connection is now possible

Incremental in-file delta type

Example 1: If you are adding 200MB to Outlook.pst everyday, everyday after the first full backup job,
Rhinoback will detect what has been added since last daily backup and upload only 200MB of delta file
to the backup server everyday. This will go on until Day 100 because it is the [Maximum number of
delta] (default) allowed in this backup set and the whole Outlook.pst file will be uploaded again. You
can set the [Maximum number of delta] setting to [Unlimited] if you don’t want to upload the full file
again.

All delta files are generated with respect to changes made since the last incremental backup. This
means that the last full backup file and ALL incremental delta backup files are required to restore the
latest snapshot of a backup file.

The full backup file, its checksum file and all incremental delta files stored on the server are always
stored in the data area. This means that these files are not affected by the setting of the retention
policy and will always be kept on the backup server. This is done this way because all these files are
required to get the latest snapshot of the backup file and they should not be removed from the backup
server by the retention area cleanup routine.

Differential in-file delta type

Example 1: If you are adding 200MB to 10GB Outlook.pst everyday, the first delta backup will upload a
200MB delta file and the next delta backup will upload another 200MB delta file. This will go on until
Day 50 when the delta file required to be backed up reached 10GB. This delta file size (10GB) is now is
50% of the Outlook.pst that is 20GB (remember that you have added 100MB to this file everyday). If
the [Delta Ratio] is set to be 50% (default), the whole Outlook.pst file will be uploaded again.

Example 2: If you are adding 50MB to a 10GB Outlook.pst everyday, the first delta backup will upload
a 50MB delta file and the next delta backup will upload a 50MB delta file. This will go on until Day 100
because it is the [Maximum number of delta] (default) allowed in this backup set and the whole
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Outlook.pst file will be uploaded again.

All delta files are generated with respect to changes made since the last full backup file (i.e. differential
backup). This means that only last full backup file and the last delta file are required to restore the
latest snapshot of a backup file. This means that other intermediate delta files are only required if you
want to restore other snapshots of a backup file.

Differential in-file delta backup has the benefits that a corrupted delta file would only make one
particular version of a backup file non-recoverable and all other backups created by other delta files of
the same file would still be intact.

The full backup file, its checksum file and the last delta file uploaded (if more than one delta files have
been uploaded to the backup server) is always stored in the data area. This means that these files are
not affected by the setting of the retention policy and will always be kept on the backup server. This is
done this way because all these files are required to get the latest snapshot of the backup file and they
should not be removed from the backup server by the retention area cleanup routine. All other
intermediate delta files are stored in the retention area.

‘# Rhinoback Manager Q@@

Backup Set Backup Restore Tools Yiew Help
|5 save setting | P Start Backup [l

\.‘} Backup Controller r_x ﬁ In-File Delta (FileBackupSet-13

f:f_User Profile

= [ FileBackupSet-1

I Backup Source | Block Size: [Auto v |Eytes

] Backup Schedul

| Backup Filter

B command Line | | Minimum Size: | 25 Mibrytes

[ zetting

(3) Encryption

\T—fj Retention Policy

g Exira Backup Default; [EyEEiE
2

G
%Local Copy

[ TestBackupSet

Enable In-File Delta

rApalyto files

rIn-File Delta Type

rUplaad full file when
Mo. of Delta = | 100
Delta Ratio*= (50 % | %
* Delta Ratio = Delta Size f File Size

E| Log Table (FileBackupSet-1) =4
Type | Log Time

< >

& Backup &) Restore | [g Log

Wielcame to Rhinoback Manager! aota (Remaining f Totaly: 99.73m 1 100M  Last Backup: 20068-11-24 13:445

7.2 Block Size

The block size defines the size of data block being used to detect changes between last full backup file
and the file sitting on the local computer right now. In general, the smaller the block size, the more
likely a matched data block can be found between the last full backup file and the file on local computer.
It, therefore, produces in a smaller delta file but it would require more processing power to detect
these changes. On the other hand, in-file delta backup running with larger block size will run faster but
this will generally produce a larger delta file.

In most case, the default setting [Auto] will choose the optimal block size for each file (depending on
the size of the file) for you.
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7.3 Minimum File Size

The [Minimum File Size] setting defines the smallest file size a file must have before the use and
application of in-file delta backup technology.

If the size of a file that is being backed up is smaller than the [Minimum File Size] setting, in-file delta
backup technology won’t be applied to this file and the whole file, instead of just the delta file, will be
uploaded to the backup server. It is not necessary to perform in-file delta backup on small files because
backing up the whole file doesn’t take too long anyway. Backing up the whole file instead reduces the
time required to restore a backup file.

7.4  Uploading full file again

No. of Delta

The [No. of delta] setting defines the maximum number of delta files from the same full backup file to
be generated and backed up to the backup server before a full backup (the whole file) of this file is
uploaded to the backup server instead.

For example, if you have created 100 delta files from the full backup file already and the [No. of delta]
setting is 100, the next backup will upload a full backup file (the whole file) instead of just the delta file.
However, if the [No. of delta] setting is unlimited, it will keep generating delta files and uploading these
delta files to the backup server until any of the other delta setting conditions force a full backup (e.g.
delta ratio is exceeded). This setting is here to make sure that there will always be a full backup file
after a certain number of delta files have been generated.

Delta Ratio

The [Delta Ratio] setting is defined to be the size of a delta file divided by the size of its full backup file
(i.e. the percentage of changes detected between the last full backup file and the current file).

If delta ratio calculated from the size of the generated delta file and the size of the full backup is
greater than the [Delta Ratio] setting, the whole file, instead of just the delta file, will be backed up to
the backup server. It is done this way because the difference between backing up the whole file and
the delta file is not significant and it is better to upload the whole file instead to reduce the time
required to restore the file.

The default setting of [Delta Ratio] is 50%. This means that if more than 50% changes have been
detected, the whole file, instead of just the delta file, will be backed up and uploaded to the backup
server.

7.5 Advanced In-file delta type

The [In-file delta] -> [Advanced] setting allows user to override default in-file delta type when on a
certain number of days (e.g. all Sundays or the 1% day of each month). This is useful if you want all in-
file delta backups to be incremental but you always want to do full backup on Sundays as well as the
1%t day of every month. If you want to do this, simply configure [In-file delta] -> [Advanced] ->
[Advanced In-file Delta Type Setting] to what is shown below.
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Advanced In-File Delta Type Sething

riveekly Wariation (Override Default)

[v] Sunday IF]
0 T
0 T
O far ]

early Variation (Cwarride Weekly Wariation)

<

nfigiin

<

[v] March [v] September Full

Full
Full

[¥] June [w] December
Date

® Day:

O | | |

(o ] (ool ]

With this setting, all backup Jobs starts on Sundays or the 15t day of each month will run a full backup
job. In this case, all backup files which have been backed up incrementally/differentially using in-file
delta feature will be uploaded in full again. This ensures that all backup files will be backed up in full at
a regular interval. One benefit of this is that restore time will run faster because of less delta merging.
Another benefit is that the risk of a corrupted incremental delta file resulting in data loss is much lower
because a full backup is always available periodically.
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8 Backup/Restore Oracle 8i/9i

This chapter will describe in details how Rhinoback can backup your Oracle 8i/9i and how you can
restore an Oracle 8i/9i database using the backup files.

8.1 Requirements

i Rhinoback must be installed onto the computer that can connect to your Oracle 8i/9i
server using TCP/IP protocol.

ii. Data from Oracle 8i/9i database will be backed up to a temporary directory before they
are sent to Offsite Backup Server. Please make sure you have sufficient space on your
computer to store these data when you run the backup job.

iii. Database must be in archived log mode

To switch to archived log mode and enable automatic log archiving, please do the
following:

a. Set the parameters below in the PFILE to enable automatic archiving

log_archive_dest = [directory where archived logs will be stored]
log_archive_format = ARCH%S.LOG
log_archive_start = TRUE

b.  Switch to archived log mode

SVRMGRL> connect internal;
SVRMGRL> startup mount;
SVRMGRL> alter database archivelog;
SVRMGRL> alter database open;

c. Enable Oracle JVM for Oracle 8i/9i, please do the following:

1. Please make sure shared pool size is larger than 50MB and java pool size is
larger than 20MB in the PFILE. For example:

java_pool_size = 20971520
shared_pool_size = 52428800

2. Run the scripts below

For Oracle 8i

SVRMGRL> connect internal

SVRMGRL> @?/javavm/install/initjvm.sql;
SVRMGRL> @?/rdbms/admin/catalog.sql;
SVRMGRL> @?/rdbms/admin/catproc.sql;
SVRMGRL> @?/javavm/install/initdbj.sql;
For Oracle 9i

SQL> connect sys/change_on_install as sysdba
SQL> @?/javavm/install/initjvm.sql;
SQL> @?/xdk/admin/initxml.sql;

SQL> @?/xdk/admin/xmlja.sql;

SQL> @?/rdbms/admin/catjava.sql;

For Oracle 10g
Oracle JVM is enabled by default. No additional steps required.

iv. JAVASYSPRIV role is granted to system account
You can grant this role to system account by executing:

SQL> grant JAVASYSPRIV to system;

8.2 Overview

Rhinoback will backup your Oracle database by taking the following steps.
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i Connect to the Oracle database using SQL*NET over TCP/IP
ii. Run all Pre-Commands of this backup set
iii. If the backup type to run is [Database Backup type],

a. all data files in each of the tablespace(s) selected are copied to the temporary
directory specified by this backup set

b. if there are temporary files in the database, the script to re-create the temporary
files are generated to a file located in the temporary directory specified by this
backup set

c. all non-default initialization parameters will be spooled to an initializing file located
in the temporary directory specified by this backup set

d. all control files will be copied to the temporary directory specified by this backup
set

e. all archived log files will be copied to the temporary directory specified by this
backup set

iv. If the backup type to run is [Archived Log Backup type],

a. all archived log files will be copied to the temporary directory specified by this
backup set

v. Run all Post-Commands of this backup set
vi. Upload all files copied to the temporary directory to the Offsite Backup Server

vii. Remove temporary files from the temporary directory if [Setting] -> [Temporary
Directory for storing backup files] is enabled

Note:

If your Oracle database is running on Windows, please install Rhinoback onto the computer running the
Oracle database if Rhinoback is to backup this Oracle database. This would shorten the time required to
backup the Oracle database.
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8.3 How to backup an Oracle Database

Please follow the instructions below to backup your Oracle database to the Offsite Backup Server.

i Install Rhinoback onto your computer

ii.  Open Rhinoback

Right click Rhinoback icon available in the system tray and choose [Open]

iii. Create a backup set

a. From the Menu, Choose [Backup Set] -> [New] -> [Oracle Database Backup Set]

# Rhinoback Manager, |Z| |E| E|

Backup Restore Tools Yiew Help

(&) File Backup Set
,}_X, Remaove [.q,a" Systermn State Backup Set

|| save setting [ Lotus Backup Set
BED [#) MS Exchange Backup Set

I[§ Backup So L“ MS Exchange Mail Backup Set
[SBackun St [ M3 SOL Server Backup Set
[ MySOL Backup Set

4% Backup Fill

=] command hytes

rj Setting

@aEncryption | Fije Delta Type

i Retention Policy

5 Default: |Differential v|

) é Local Copy
|&) TestBackupSet

rUpload full file when

Delta Ratio == %

* Delta Ratio = Delta Size / File Size

Log Tahle (FileBackupSet-1) L]l
Tvpe | Lag Time
< | =
@ Backup | € Restore | [ Log
Welcome to Rhinoback Manager! Cuota (Remaining / Total): 99. 780 100M | Last Backup: 2006-11-24 18:45
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b.

e.

= Previous Mext = Cancel

Enter a name for your backup set

Backup Set

Please type a name for this Backup Set.

Mame: |OracleBackupSet-1
Type:  Oracle Database Server Backup

Oracle Database Server

Login ID:  |systern

Password

Host: I

Pt [1521
s |

Enter the system password, the Oracle Database Server Host Name, TNS Port and

SID

Select the tablespace(s) you want to backup

Backup Source
Please selecttablespaces to be backed up.

|| Oracle Database Server
[T U5 SYSTEM

[ 5 DEM_REPOSITORY
~#5ReS

-5 TEMP

o[855 USERS

8 INDx

Ternporary disk space used for storing spool files

IC\Backup\Orac\eDE Change

= Previnus Mext = Cancel

Enter a temporary location to store the database file(s) before they are sent to an
Offsite Backup Server
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f. Set the backup schedule for database backup and archived log backup

Backup Schedule
Please schedule the backup time.

K1 R 1
Adif | Rernove | Froperies |
= Previous Mext = Cancel

& - complete BackupSchedule Properties ﬂ

Marme: IDatabase - complete BackupSchedule

~Backup
&+ Database - complete
" Database - differential

= Transaction log

T Type
= Daily + Weekly  Monthly  Custom

~Dray
Backup on the fallowing dayis) every week:
[~ Sunday [~ Monday [~ Tuesday [ Wednesday

[ Thursday [ Friday [~ Saturday
—Start

Start Time (hh:mim): |21 vl:IEIEI vl
~Stop

Stop on completion (Full Backump)

QK Cancel

Note: You can have more than one schedule in a backup set, i.e. you can perform intra-day transaction
log backup by adding more than one daily transaction log backup schedule to your backup set.

g. Set the encryption algorithm, encryption mode and encrypting key for this backup
set
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Encryption Setting
Please setup the encryption setting of the Backup Set.

[~ Do MNOT use encryption.

Mode:
+ CBC (Ciphet Block Chainingy

 ECE (Electronic CookBook)

Encrypting Key: |

Canfirm Encrypting Key: |

= Previous Mext = Cancel

iv.  Run Backup

a.

Select the backup set you want to run on the left panel and press the [Start
Backup] button ()

Hint: For maximum security, please select AES (Advanced Encryption Standard)
Algorithm, CBC (Cipher Block Chaining) mode and use an encrypting key with
more than 8 characters.
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b.  Select the backup type (e.g. Database Backup, Archived Log Backup) you would
like to perform

Backup

= Database (Tablespaces, Control & Init File, Archived Logsy

" Archived Logs

oK Cancel

C. Select [Off-site Backup Server] to start backing up your files to an Offsite Backup
Server.

Backup to

& 0ff site Backup Servet

" Local Hard Disk (Seed Load Utility

Startthe backup for [OracleBackupSet-1] 7

QK Cancel

8.4 How to restore an Oracle Database

Please follow the instructions below to restore your Oracle 8i/9i databases from an Offsite Backup
Server.

i Download the backup files from the Rhinoback Server

Please refer to the [Quick Start - Backup File] section for information on how to
download backup files from the Rhinoback Server.

ii. Put all data files back to their original locations

iii.  Control files, data files and archived logs are stored on Offsite Backup Server along with
their full path information. You just need to put all these files back to their original
locations when performing a database restore.

iv.  Put the PFILE back to its default location

Oracle 8i: $ORACLE_HOME/dbs/init<SID>.ora
Oracle 9i: $ORACLE_HOME/admin/<SID>/pfile/init.ora

V. Restore Database

(if Oracle 8i) Use Server Manager to restore you database by doing the following:
a. Run Oracle Server Manager (svrmgrl)

b.  Connect to the target database

C. Startup mount

d. Reapply all transactions from the archived log files

e. Open database

Oracle 8i Example:

$ svrmgrl
SVRMGRL> connect internal

SVRMGR> startup mount;

ORACLE instance started.

Total System Global Area 95874448 bytes
Fixed Size 64912 bytes
Variable Size 52744192 bytes
Database Buffers 40960000 bytes
Redo Buffers 2105344 bytes
Database mounted.

SVRMGRL> recover database using backup controlfile
ORA-00279: change 419671 generated at 06/14/03 02:51:49 needed for thread 1
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ORA-00289: suggestion : /data/ora8l5/vin/archive/ARCH0000000225.L0OG

ORA-00280: change 419671 for thread 1 is in sequence #225

ORA-00278: log file '/data/ora815/vin/archive/ARCH0000000224.L0G"' no longer needed for this
recovery

Specify log: {<RET>=suggested | filename | AUTO | CANCEL}

AUTO

Log applied.

ORA-00279: change 547222 generated at 06/18/03 19:58:26 needed for thread 1

ORA-00289: suggestion : /data/ora8l5/vin/archive/ARCH0000000384.L0OG

ORA-00280: change 547222 for thread 1 is in sequence #384

ORA-00278: log file '/data/ora8l15/vin/archive/ARCH0000000383.L0OG"' no longer needed for this
recovery

ORA-00308: cannot open archived log '/data/ora8l5/vin/archive/ARCH0000000384.LOG"
ORA-27037: unable to obtain file status

Linux Error: 2: No such file or directory

Additional information: 3

SVRMGR> recover database using backup controlfile until cancel

ORA-00279: change 547222 generated at 06/18/03 19:58:26 needed for thread 1
ORA-00289: suggestion : /data/ora8l5/vin/archive/ARCH0000000384.L0OG
ORA-00280: change 547222 for thread 1 is in sequence #384

Specify log: {<RET>=suggested | filename | AUTO | CANCEL}

CANCEL

Media recovery cancelled.

SVRMGR> alter database open resetlogs;

Statement processed.

(if Oracle 9i) Use Recovery Manager to restore you database by doing the following:
a. Run Oracle Server Manager (rman)
b.  Connect to the target database
C. Startup mount
d. Reapply all transactions from the archived log files to the last sequence

e. Open database

Oracle 9i Example:

C:\>rman nocatalog

Recovery Manager: Release 9.2.0.1.0 - Production

Copyright (c) 1995, 2002, Oracle Corporation. All rights reserved.
RMAN> connect target

connected to target database (not started)

RMAN> startup mount

connected to target database (not started)

Oracle instance started
database mounted

Total System Global Area 269556596 bytes
Fixed Size 453492 bytes
Variable Size 243269632 bytes
Database Buffers 25165824 bytes
Redo Buffers 667648 bytes

RMAN> recover database until sequence=63 thread=1;

Starting recover at 24-JUN-03
allocated channel: ORA DISK 1
channel ORA DISK 1: sid=11 devtype=DISK

starting media recovery

archive log thread 1 sequence 56 is already on disk as file
C:\ORACLE\ORADATA\VIN\ARCHIVE\1_56.DBF

archive log filename=C:\ORACLE\ORADATA\VIN\ARCHIVE\1l 56.DBF thread=1 sequence=56
archive log filename=C:\ORACLE\ORADATA\VIN\ARCHIVE\1l 57.DBF thread=1 sequence=57
archive log \ORACLE\ORADATA\VIN\ARCHIVE\1l 58.DBF thread=1 sequence=58
archive log \ORACLE\ORADATA\VIN\ARCHIVE\1 59.DBF thread=1 sequence=59
archive log filename=C:\ORACLE\ORADATA\VIN\ARCHIVE\1l 60.DBF thread=1 sequence=60
archive log filename=C:\ORACLE\ORADATA\VIN\ARCHIVE\1l 61.DBF thread=1 sequence=61
archive log filename=C:\ORACLE\ORADATA\VIN\ARCHIVE\1_ 62.DBF thread=1 sequence=62
media recovery complete

Finished recover at 24-JUN-03

RMAN> alter database open resetlogs;

database opened
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9 Backup/Restore Microsoft SQL Server 7.0/ 2000

This chapter will describe in details how to use Rhinoback to backup your Microsoft SQL Server 7.0 /
2000 server and how you can restore your Microsoft SQL Server 7.0 / 2000 server from the backup
files.

9.1 Requirements

i Rhinoback must be installed onto the computer running Microsoft SQL Server.

ii. Data from Microsoft SQL Server will be backed up to a temporary directory before they
are sent to Offsite Backup Server. Please make sure you have sufficient space on your
computer to store these data when you run the backup job.

9.2 Overview

Rhinoback will backup your Microsoft SQL Server database(s) by taking the following steps:

i Before running any backup activities, Rhinoback will run all Pre-Commands of the
backup set.

ii. For each database that is to be backed up, Rhinoback will issue a database / transaction
log backup command to Microsoft SQL Server to backup each database to a Microsoft
SQL Server database backup file (*.bak file) and save it in the temporary directory you
specified.

iii. After all *.bak files have been spooled to the temporary directories, Rhinoback will run
all Post-Commands of the backup set.

iv. Upload all files copied to the temporary directory to the Offsite Backup Server.

v. Remove temporary files from the temporary directory if [Setting] -> [Temporary
Directory for storing backup files] is enabled
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9.3 How to backup Microsoft SQL Server database(s)

Please follow the instructions below to backup your Microsoft SQL Server databases using Rhinoback.

vi. Open Rhinoback

Right click Rhinoback icon available in the system tray and choose [Open]

vii. Create a backup set

a. From the Menu, Choose [Backup Set] -> [New] -> [MS SQL Server Backup Set]

# Rhinoback Manager

Backup Restore Tools View Help

(@) File Backup Set
A Remove [8) system State Backup Set
|| 2ave Setting [ Lotus Backup Set
[E] Exit [#) M= Exchange Backup Set
5 Backup S0 [ M3 Exchange Mail Backup Set

[SBackup 8¢ [{) M2 SOL Server Backup Sat
fBackup Fill g oo Backup Set

Bl command e bytes

ﬂ Setting |&] Oracle Database Backup Set

@O Encryption | gile Dalta Type

fif Retention Palicy - -

& Exira Backup Default: |Differential V|

& Local Copy
[ TestBackupSet

rUpload full file when

Delta Ratio * = %

* Delta Ratio = Delta Size / File Size

Log Table (FileBackupSet-1) g
Type | Log Tirre I
< ]
o Backup l@ Restore | [ Log |
Welcome to Rhinoback Manager! |Qu0ta (Remaining f Total); 89.78M /100 |Last Backup: 2006-11-24 158:45
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b.  Enter a name for your backup set

Backup Set

Flease type a name for this Backup Set.

Narne: [MSS0L BackupSet-1
Type:  Microsoft SGL Server Backup

Microsoft SQL Senver

Login ID Isa

Password: I

= Previous et = Cancel

c.  Enter the Microsoft SQL Server administrator username and password

d. Select the database(s) you want to backup

Backup Source

Flease select databases to be backed up

C H Microsoft SGAL Server

4 new_model

Temporary disk space used for storing spool files

IC\Backup\MSSQLSeNer Change
= Previous Mext = Cancel

e. Enter a temporary location to store the backup files before they are sent to the

Rhinoback Server
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f. Set the backup schedule for full database backup and transaction log backup

Backup Schedule
Flease schedule the hackup time.

Dt mplete Backy 1edule (Type V-
Transaction log BackupSchedule (Type: Log; Weekly - Monday, Tu

4| | =

Add | Remaove | Properties |

= Previous Mext = Cancel

(Note: You can have more than one schedule in a backup set, i.e. you can perform
intra-day transaction log backup by adding more than one daily transaction log

backup schedule to your backup set)

g. Set the encryption algorithm, encryption mode and encrypting key for this backup

set

Encryption Setting

Flease setup the encryption setting of the Backup Set.
[~ Do MOT use encryption
Algorithrm: QRZEIE ﬂ
Mode:

= CBC (Cipher Block Chaining)

i~ ECE (Electronic CookBoaok)

Encrypting Key: |

Canfirm Encrypting Key: |

= Prewious Mlext = Cancel

(Hint: For maximum security, please select AES (Advanced Encryption Standard)
Algorithm, CBC (Cipher Block Chaining) mode and use an encrypting key with

more than 8 characters.)

viii. Run Backup

a. Select the backup set you want to run on the left panel and press the [Start

Backup] button ()
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b. Select the backup type (e.g. Complete, Differential, Transaction Log) you would
like to perform

Backup

'@ [DEifees - CRlE
" Datahase - differential

" Transaction log

0K Cancel

c.  Select [Off-site Backup Server] to start backing up your files to an Offsite Backup
Server.

Backup to

@+ Dff-site Backup Server

¢ Local Hard Disk (Seed Load Ltility)

Start the backup for MS8GL BackupSef] 7

Ok Cancel

9.4  How to restore Microsoft SQL Server database(s)

Please follow the instructions below to restore your Microsoft SQL Server databases from the Rhinoback
Server.

i Download the backup files (.bak) from the Rhinoback Server

Please refer to the [Quick Start - Backup File] section for information on how to
download backup files from the Rhinoback Server.

ii.  Open Microsoft SQL Enterprise Manager

You can open Microsoft SQL Enterprise Manager from [Start Menu] -> [Program] ->
[Microsoft SQL Server] -> [Enterprise Manager]

iii. (Optional) Restore “master” database

You need to restore “master” database if you:
a. are rebuilding all your databases from scratch

have changing any server-wide or database configuration options

have added logins or other login security-related operations.

have created or removed logical backup devices.

have configured the server for distributed queries and remote procedure calls,
such as adding linked servers or remote logins.

moo o

You do not need to restore your master database if you just want to restore a user
database. For more information on Microsoft SQL Server “master” database, please visit
http://www.microsoft.com/sql/.
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To restore “master” database, please do the following:

a. Start Microsoft SQL Server in “Single User Mode”

1. Right click your Microsoft SQL Server and select [Properties]

Fii SOL Server Enterprise Manager - [Console RootMicrosoft SQL Server. -1O0 5||
1§y Console  Window  Help | =&
m(tmn Wiew  Tools HC=-D\|)<I§‘@J%'& N FO B

Tree I Databases 8 Items

|1 Console Root
=] Microsaft SGL Servers
=4 5QL server Group ahe master model msdb Morthwind pubs tempdb
E"D Mew SQL Server Registration. ..
Oy Edlt QL Server Registration propertes...
] DeleteSQL Server Registratian

S R —
a

Stop

Pause

Start:

Mew »
All Tasks »

Mew Yindow from Here

Delete
Refresh

Help

‘Opens property sheet for the current selection,

2. Press the [Startup Parameters] button

x
Connections | Server Seftings | Database Seftings |
Gererdl | Memow | Procesar | Secuiy

@ Marne: WINZ20000-EN
Product: SOL Server Enterprise
Operating system: wiindows NT - 5.0 [2199)
Product version: 7.00.623
Language: English [United States)
Platform: MNTINTEL X8E
05 memarny: 256(MB]
Processors: 1
Foot directarny: FAMSSOL?
Code page: CP1252
AutaStart policies when the operating spstem starts
= -
[~ Autostart SOL Server Agent
[~ Autostat MSOTE
Startup parameters.

0Kk | Cencel | ik Help
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3. Add a “-m” parameter to the [Startup Parameters]

]

Parameter Add |

-m
Bemaowve |
Eristing parameters

-dC:\Program FileshMicrozoft SOL Server
-eC:\Program FileshMicrozoft SOL Server
AC:WProagrarm Files\Microzaft SOL Servers

K I— i

(], | Cancel | Help

4. Restart Microsoft SQL Server

From [Enterprise Manager], right click your Microsoft SQL Server and select
[Stop] and then [Start].

"l SOL Server Enterprise Manager - [Console Root'Microsoft SQL Servers'SQL —1ol x|
U cosole wodow b0 [RED]
[ oo von ok || & =+ |E[E[X @ BIR|[%[> ¥ E |

Tree I WINZO000-EN {Windows NT) 5 Ikems
1 Consale Root .
P thcrosoft 501 Servers Getting Started Taskpad
E 4 50L Server Group
=]
%D Dat. Mew QL Server Reaistration.. o
Edit SGL Server Registration properties. .. S =
Delete SQL Server Registration
i set up your monitor your import or
U piornect database SOL Server export data
Stop solution
Pause
Start
Mew 3
E All Tasks 3
=
& View »
[0 5up  Mew Window from Here
Delete
Refresh
Properties
Help

"fii SOL Server Enterprise Manager - [Console Root! Microsoft SOL =101 x]
|81 Console  window  Help | =11 x]
| acion  view Tooks |J<:=-»\|X[5'|@J%H{'.\\§E%
Trael SQL Server Group 1 Item
|1 Consale Root %
=] Microsoft SQL Servers

E-4i50L Server Group WINZ0000-EN

B &) m Mew SQL Server Registration. ..

“ (S0 Edk SQL Server Registration properties. ..
Delete 5L Server Registration

Cannect
Stop
Pause

Mew 3
All Tasks »

Mew Window from Here

Delete
Refrash

4 Propertics

Help

b. Restore “master” database

1. From [Enterprise Manager] -> [Tools] -> [Restore Database]
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2.

3.

"t SQL Server Enterprise Manager - [Console Root! Microsoft SOL Ser:"
|y Console  window  Help

| action vew Teos || &= = |E[m| X e

Tree |

(=¥} Microsoft 5
=4 50L 5e

|_1] Console Rook

Data Transformation Services
Ioh Scheduling. .

Replication

Full-Text Indexing, ..

3

3

SGL Server Query Analyzer
SCL Server Profiler
Database Scripting...
Wizards...

Database Maintenancs Planner. .,
Backup Databas

SGL Server Configuration Properties. .
Manage QL Server Messages...

External Tools. ..
Options. .,
Fank,..

=3}
FOE
BRI IE] |
iwindows NT) 5 Items
Started Taskpad
foL Sit up pour manitor pour SOL importarexport
dnta oot ntion ‘Semar dnta
e

Terming

Select the [From device] radio button.

Select [master] in the [Restore as database] drop down list
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4. Press the [Select Devices] button.

Restore database . x|

General | Optiars |

% Bestore as database: Imaster ﬂ

Restare:  Database " Filegroups o files @ From device

- Parameter

Devinas: ’

Backup rumber. |1 Wiew Contents, .

% Restore backup set

&+ Database - complete
" Database - differential
" Transaction log
£ File or filegroup

 Read backup set information and add to backup history

oK Carcel Help

5. From the [Choose Restore Devices], press the [Add] button.

Choose Restore Devices x|

“w'hien the backup is restored, SOL Server will attempt to restore from the:
devices listed below.

Backup set (Unknown)
Restore from: & Disk £ Tape
Device name |

Edit I
Bemove |
4 _,I Remove &l I

™ Only restore fram media with the: following name:

tedia verification option

HMedia name: I

oK Cancel I

6. From the [Choose Restore Destination] panel, press the [...] button to choose
your master backup (*.bak) from your backup files

Choose Restore Destination - x|

Choose the file name or backup device to use for the
(=) (estore operation. Backup devices can be created for Hles
that you uze frequently.

& File name: IF:\MSSQL?\BACKUP\ _I
]

" Backup device: I

Cancel

7. Press the [OK] button, to start restoring the “master” database.

Rhino USA, LLC Page 66 of 106 (April 15, 2008)
www.rhinoback.com



RHIN@BACK User’s Guide

C. Restart Microsoft SQL Server in “*Normal Mode”
1. Remove “-m” parameter from the [Startup Parameters] as in previous step
2. Restart your Microsoft SQL Server as in previous step
iv. (Optional) Restore “"model”, “msdb” and “distribution” database

In

You need to restore “mode
your SQL Server.

database if you have changed the database template of

You need to restore “msdb” database if you have changed the scheduling information or
you want to restore the backup and restore history of your databases.

You need to restore “distribution” database if you are running the replication
components of SQL Server.

You do not need to restore these databases if you just want to restore a user database.
For more information on Microsoft SQL Server “model”, “msdb” and “distribution”
database, please visit http://www.microsoft.com/sql/.

You need to restore each of these databases one by one. To restore any of these
databases, please do the following:

Q

From [Enterprise Manager] -> [Tools] -> [Restore Database]

b.  Select the database to be restored in the [Restore as database] drop down list
C. Select the [From device] radio button.

d. Press the [Select Devices] button

e. Press the [...] button to choose your backup files (*.bak) for the database to be
restored

f. Press the [OK] button

v. Restore user database(s)

For each of the database you would like to restore,
a. From [Enterprise Manager] -> [Tools] -> [Restore Database]

b.  Select the database to be restored in the [Restore as database] drop down list
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Vi.

C. Select the [Database] radio button.

Restore database

General | Dptions |

@ Bestore as database: Iabc

Restore: @ Datahase ™ Filegroups or files " From device

Param

Shops backups of database: hd

First backup to restars: |13ﬂ 142001 18:52:43 -
I Fairt in ime esiore =

=

Restore | Type | Backup et date | Size | Restore from | Backup set name

B 1311/20011.. OKb C:AMSSOL.

< |

Eioperties

aK I Cancel

Help

d. From the [Show backups of database] drop down list, select the database to be

restored

e. From the [First backup to restore] drop down list, select the snapshot of the

database you would like to restore to.

You can restore your database to the snapshot of your database at any point of
the time between the time you did your full backup and the time you did your last

subsequent backup.

f. Change the [Restore From] entry

If you backup files (*.bak) are not in the default directory, you need to update the

full path to your backup files by pressing the [Properties] button.

g. Press the [OK] button

All database(s) restored successfully
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10 Backup/Restore Lotus Domino / Notes

This chapter will describe in details how to use Rhinoback to backup your Lotus Domino server / Notes
client 5/ 6 / 6.5 and how you can restore your Lotus Domino server / Notes client 5/ 6 / 6.5 from the

backup files.

10.1 Requirements

i Rhinoback must be installed onto the computer running Lotus Domino server / Notes

client.

ii.  The computer running Lotus Domino server / Notes client must be on a Windows

platform.

Data from Lotus Domino server / Notes client will be backed up to a temporary

directory before they are sent to the Rhinoback Server. Please make sure you have
sufficient space on your computer to store these data when you run the backup job.

Lotus Domino server must run with archive transaction logging enabled

To set up transaction logging in archive style, please do the following:

a. Ensure that all databases to be logged reside in the Domino data directory, either
at the root or in subdirectories.

b.  From the Domino Administrator, click the Configuration tab.

a. In the "Use Directory on" field, choose the server's Domino Directory.

b.  Click Server Configuration, and then click Current Server Document.

c.  Click the Transactional Logging tab.

d. Complete these fields, and then save the document.

Field

Enter

Transactional Logging

Choose Enabled. The default is Disabled.

Log path

Path name location of the transaction log.

The default path name is \LOGDIR in the Domino
data directory, although it is strongly recommended
to store the log on a separate, mirrored device,
such as a RAID (Redundant Array of Independent
Disks) level 0 or 1 device with a dedicated
controller.

The separate device should have at least 1GB of
disk space for the transaction log. If you are using
the device solely for storing the transaction log, set
the "Use all available space on log device" field to
Yes.

Maximum log space

The maximum size, in MB, for the transaction log.
Default is 192MB. Maximum is 4096MB (4GB).
Domino formats at least 3 and up to 64 log files,
depending on the maximum log space you allocate.

Use all available
space on log device

Choose one:

¢ Yes to use all available space on the device for
the transaction log. This is recommended if you
use a separate device dedicated to storing the
log. If you choose Yes, you don’t need to enter
a value in the "Maximum log space" field.

¢ No to use the default or specified value in the
"Maximum log space" field.

Automatic fixup of
corrupt databases

Choose one:

e Enabled (default). If a database is corrupt and
Domino cannot use the transaction log to
recover it, Domino runs the Fixup task, assigns
a new DBIID, and notifies the administrator that
a new database backup is required.
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Disabled. Domino does not run the Fixup task
automatically and notifies the administrator to
run the Fixup task with the -J parameter on
corrupt logged databases.

Runtime / Restart
performance

This field controls how often Domino records a
recovery checkpoint in the transaction log, which
affects server performance.

To record a recovery checkpoint, Domino evaluates
each active logged database to determine how
many transactions would be necessary to recover
each database after a system failure. When Domino
completes this evaluation, it:

Creates a recovery checkpoint record in the
transaction log, listing each open database and
the starting point transaction needed for
recovery

Forces database changes to be saved to disk if
they have not been saved already

Choose one:

Standard (default and recommended).
Checkpoints occur regularly.

Favor runtime. Domino records fewer
checkpoints, which requires fewer system
resources and improves server run time
performance.

Favor restart recovery time. Domino records
more checkpoints, which improves restart
recovery time because fewer transactions are
required for recovery.

Logging style

Choose Archive. The default is Circular.

Notes:
You can only run transaction log backup if you have transaction logging enabled and
you are using archive mode. This command does not apply if you have transaction

logging enabled not in archive mode or if transaction logging is not enabled at all. If
you try to issue it, you will receive an error message.

10.2 Overview

Rhinoback will backup your Lotus Domino server / Notes client by taking the following steps:

i. Run all Pre-Commands of this backup set

If the backup type to run is [Database Backup type],

all file(s) / database(s) selected are copied to the temporary directory specified by

this backup set

the notes.ini file, if selected, will be copied to the temporary directory

only filled log extents will be copied to the temporary directory, and the Domino
server is notified of their availability for reuse (for Domino server only)

iii. (for Domino server only) If the backup type to run is [Transaction Log Backup type],

a.

only filled log extents will be copied to the temporary directory, and the Domino
server is notified of their availability for reuse

iv. Run all Post-Commands of this backup set

v. Upload all files copied to the temporary directory to the Offsite Backup Server

vi. Remove temporary files from the temporary directory if [Setting] -> [Temporary
Directory for storing backup files] is enabled
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10.3 How to backup Lotus Domino / Notes database(s) / file(s)

Please follow the instructions below to backup your Lotus Domino server / Notes client databases / files
using Rhinoback.

i. Open Rhinoback

Right click Rhinoback icon available in the system tray and choose [Open]

ii.  Create a backup set

a. From the Menu, Choose [Backup Set] -> [New] -> [Lotus Backup Set]

_# Rhinoback Manager
| Restore Tools Wiew Help
(&) File Backup Set

[ Remave [&5) System State Backup Set

I,-:-| Save Setting @ Lotus Backup Set

|j Exit [f'.‘ M3 Exchange Backup Set
§ Backup So r:" WS Exchange Mail Backup Set
[Epackun5c [ ms 5L Server Backup Set
A Backup Fit o o) Backup Set

Backup

Scommand . hytes

5 Setting |&] Cracle Database Backup Set

GO Encvption | ki Delta Type

'Ifj Retention Folicy

B Extra Backup Default: |Differertial v

N éLocalCopy
| TestBackupSet

rUpload full file when

Delta Ratio * > %

* Delta Ratio = Delta Size / File Size

Log Table {FileBackupSet-1) l?
Tyne | Lag Tirne
3 [
&> Backup |Q’i Restore | @ Log |
Welcome to Rhinohack Manager! Ciota (Remaining f Total): 99.78M 7 100M |Last Backup: 2006-11-24 18:45

b.  Enter a name for your backup set

=
rBackup Set
Please type a name for this Backup Set.
Mame ILntusBackupSet—1
Type: ILntus Daomino Setver Backup LI

= Frevigus Mext= Cancel

c.  Select the Backup Set Type (Lotus Domino Server Backup / Lotus Notes Client
Backup)
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d.

Select the database(s) / file(s) you want to backup

rBackup Source

Flease selectfiles oriand directories to be backed up

() Lotus Damino ﬂ
= {3 Data

[ C1domina

[ Cahelp

[ Z1IBM_TECHMICAL_SUPPORT

M C1iMotes

¥ C1loadir?

[ C1mail

w2 T Imndems
4

o
| »
[¥ notes.ini IC iLotus\Dominoinotes.ini Change

rTemporary directory for storing backup files

IC'\Backup\Lntus\Dnmmn Change |

= Previous Mext = Cancel

Enter a temporary location to store the backup files before they are sent to an the

Rhinoback Server

Set the backup schedule for Database Backup

rBackup Schedule

Flease schedule the hackup time.

Transaction Log Backup Schedule {Type: Transaction log; Weekly

4 | 1]

Add | Remaove | Properties |

= Previous Mext = Cancel

Set the backup schedule for Transaction Log Backup (for Domino server only)
(Note: You can have more than one schedule in a backup set, i.e. you can perform

intra-day transaction log backup by adding more than one daily transaction log
backup schedule to your backup set)
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h.  Set the encryption algorithm, encryption mode and encrypting key for this backup
set

Encryption Setting

Flease setup the encryption setting of the Backup Set.

I~ Do NOT use encryption

Algarithm: |Twofish w

Mode:
% CBC (Cipher Block Chaining)

" ECB (Electronic CookBook)

Encrypting Key: |

Confirm Encrypting Key: |

= Previous Mext = Cancel

(Hint: For maximum security, please select AES (Advanced Encryption Standard)
Algorithm, CBC (Cipher Block Chaining) mode and use an encrypting key with
more than 8 characters.)

iii. Run Backup

a. Select the backup set you want to run on the left panel and press the [Start
Backup] button (»)

b.  Select the backup type (e.g. Database, Transaction Log) you would like to perform
(for Domino server only)

Backup

= D (nates.ini, D , Files, Transaction Logs}

i Trangaction Logs

0K Cancel |

C. Select [Off-site Backup Server] to start backing up your files to an Offsite Backup
Server.

Backup to

& Dt site Backup Server

" Local Hard Disk (Seed Load Utility)

Startthe backup for [LotusBackupSet-1] 7

OK Cancel

10.4 How to restore Lotus Domino / Notes database(s) / file(s)

Please follow the instructions below to restore Lotus Domino server / Notes client database(s) / file(s)
from the Rhinoback Server.

i. Install Lotus Domino server / Notes client back to its original folder (if required)

ii. Install Rhinoback

Please refer to the [Installation] section for information on how to install Rhinoback
onto your computer.

iii. Copy LotusMediaRecovery.exe from the bin directory (default to C:\Program
Files\Rhinoback\bin) to Lotus Domino installation directory (default to C:\Lotus\Domino)

iv. Shutdown Lotus Domino Server

v. If you want to perform a full domino restore (restore all databases and files):
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Vi.

a. Download the backup files to be restored from the Rhinoback Server and save
them back to its original location. It includes notes.ini, all backup files from the
lotus domino data directory and all archived transaction logs

b.  Run LotusMediaRecovery.exe from the Lotus Domino installation directory (e.g.
C:\Lotus\Domino\LotusMediaRecovery.exe) and press ‘Y’ to continue.

For example: C:\Lotus\Domino\> LotusMediaRecovery.exe
This will run media recovery for all databases (*.nsf and mail.box) found under the

Lotus data directory (e.g. C:\Lotus\Domino\Data). You should see something
similar to the screen below.

Media Recovery Example:

C:\Lotus\Domino>LotusMediaRecovery
Media Recovery Utility for Lotus Domino 5.0 or above

Please make sure that you have done the following:

1. Reinstall Lotus Domino on this computer in the same directory

2. Restore Notes.ini to the Lotus Domino installation directory
(e.g. C:\Lotus\Domino)

3. Restore Domino Data directory back to the directory defined
in Notes.ini (e.g. C:\Lotus\Domino\Data)

4. Restore all archived transaction logs to the directory defined
in Notes.ini (e.g. C:\Lotus\Domino\Data\logdir

Continue ? (Y) or (N) y

Running media recovery ...

Please wait, creating new transaction logs in directory: C:\logdir\
02/12/2003 14:39:19 Recovery Manager: Restart Recovery complete. (0/0
databases needed full/partial recovery

Media Recovery Replay (122 MB): 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
02/12/2003 14:39:22 Recovery Manager: Media Recovery complete for
C:\Lotus\Domino\Data\admin4.nsf, last update applied .

Backup file C:\Lotus\Domino\Data\admin4.nsf recovered.

Media Recovery Replay (122 MB): 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
02/12/2003 14:40:57 Recovery Manager: Media Recovery complete for
C:\Lotus\Domino\Data\statrep.nsf, last update applied .

Backup file C:\Lotus\Domino\Data\statrep.nsf recovered.

C:\Lotus\Domino>

c.  All content of all database(s) are now rolled forward to the last committed
transaction found in the last archived transaction log.

d. Restart Lotus Domino server
If you just want to restore a single database:

a. Download the database file to be restored from the Offsite Backup Server and
save them back to its original location.

b.  (optional) If you need to perform media recovery on this database, please
download all archived transaction logs and save them back to its original location

c.  Run LotusMediaRecovery.exe from the Lotus Domino installation directory with an
argument of the full path of database to be restored.

For example, if you want to restore C:\Lotus\Domino\data\admin4.nsf, please run:
C:\Lotus\Domino\> LotusMediaRecovery.exe C:\Lotus\Domino\data\admin4.nsf

You should see something similar to the screen below.

Media Recovery Example:

C:\Lotus\Domino>LotusMediaRecovery C:\Lotus\Domino\data\admin4.nsf
Media Recovery Utility for Lotus Domino 5.0 or above

Running media recovery ...

Restart Analysis (0 MB): 100%

02/12/2003 14:42:15 Recovery Manager: Restart Recovery complete. (0/0
databases needed full/partial recovery)

Media Recovery Replay (122 MB): 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
02/12/2003 14:42:17 Recovery Manager: Media Recovery complete for
C:\Lotus\Domino\data\admin4.nsf, last update applied 01/12/2003 00:02:42.

Backup file C:\Lotus\Domino\datal\admind.nsf recovered.

C:\Lotus\Domino>
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d.  All content of the database are now rolled forward to the last committed
transaction found in the last archived transaction log.

vii. Restart Lotus Domino Server
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11 Backup/Restore Microsoft Exchange Server

This chapter will describe in details how to use Rhinoback to backup your Microsoft Exchange Server
2000 / 2003 and how you can restore your Microsoft Exchange Server 2000 / 2003 from the backup
files.

11.1 Requirements

i Microsoft Exchange Server 2000 with Services Pack 3 and post-SP3 update rollup
installed. Please refer to http://www.microsoft.com/exchange/ for more information.
or
Microsoft Exchange Server 2003.

ii.  Rhinoback must be installed onto the computer running Microsoft Exchange Server
2000 / 2003.

iii. Data from Microsoft Exchange Server will be backed up to a temporary directory before
they are sent to Offsite Backup Server. Please make sure you have sufficient space on
your computer to store these data when you run the backup job.

11.2 Overview

A Microsoft Exchange Server 2000/2003 stores its data in Windows Active Directory as well as in its
databases. To fully backup a Microsoft Exchange Server 2000/2003, you need to backup the following
components:

i Windows System State

The Windows System State contains the information about your Windows system,
including Windows Active Directory. A Microsoft Exchange Server 2000 / 2003 stores
some of its configuration, e.g. email accounts and mailbox properties, inside Windows
Active Directory. It is important that Windows Active Directory is backup properly when
backing up a Microsoft Exchange Server.

Active Directory is stored inside a Windows Server running as Windows domain
controller. If your Exchange Server is a domain controller, you can simply backup the
Windows System State of your Exchange Server. If your Exchange Server is running as
a member server, you will need to install another copy of Rhinoback onto the domain
controller to backup the Windows System State of inside the domain controller.

For more information on Active Directory, please refer to
http://www.microsoft.com/windows2000/technologies/directory/ad/default
.asp

ii. Microsoft Information Store
Exchange Server stores all emails and documents inside its databases, which are
grouped together as storage groups inside Microsoft Information Store. It is important
that Microsoft Information Store is fully backup when backing your Exchange Server.

iii. Microsoft Site Replication Service
Microsoft Site Replication Service is installed automatically when exchange server site
replication feature is enabled. Microsoft Site Replication stores its runtime and
configuration information inside its own database. If you are running your Exchange
Server with Site Replication Service enabled, please make sure that you backup the site
replication database as well.

iv. Microsoft Key Management Service (Exchange 2000 only)
Similarly, if you have setup your Exchange Server with Key Management Services
enabled, please make sure that you backup the key management database as well.

Rhinoback will backup your Microsoft Exchange Server by taking the following steps:
v. Run all Pre-Commands of this backup set
vi. If the backup type to run is [Database Backup type],

a. Windows System State will be backed up to a temporary directory specified in its
backup set
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Vii.

viii.

Xi.

b.  All exchange database(s) selected are backed up to a temporary directory
specified in its backup set

If the backup type to run is [Transaction Log Backup type],

a. New transaction log extents generated since last backup will be copied to the

temporary directory
Remove transaction log extents backed up from the Exchange Server
Run all Post-Commands of this backup set
Upload all backup files from the temporary directory to an Offsite Backup Server

Remove temporary files from the temporary directory if [Setting] -> [Temporary
Directory for storing backup files] is enabled
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11.3 How to backup Microsoft Exchange Server

Please follow the instructions below to backup your Microsoft Exchange Server 2000 / 2003 using
Rhinoback:

i. Open Rhinoback

Right click Rhinoback icon available in the system tray and choose [Open]

ii. From the Menu, Choose [Backup Set] -> [New] -> [MS Exchange Backup Set]
Create a backup set

b.  From the Menu, Choose [Backup Set] -> [New] -> [MS Exchange Backup Set]

# Rhinoback Manager

Backup Restore Tools “Wiew Help

(&) File Backup Set
M Remaove IEE' System State Backup Set
|E] save setting [ Lotus Backup Set
DT [;j__F',' MS Exchange Backup Set
I Backup So LH' MS Exchange Mail Backup Set
[SBackup Sc [ MS SAL Server Backup Set
FEBackup Fill o ool Backup Bet

S1Cammand . fvtes

ESeﬂing |&@ Oracle Database Backup Set

GhEnerption | bie Deita Type

fiif Retention Palicy - -

& Extra Backup Default: |Differantial V|

) éLDcalCopy
| @ TestBackupSet

rUpload full file when

Delta Ratio == %

* Delta Fatio = Delta Size ! File Size

Lag Table (FileBackupSet-1) ‘3
Tye | Log Times |
< | &
& Backup |@ Restore | [g Log |
Welcome to Rhinoback Manager! |Qu0ta {Remaining f Total): 99,780 1 100M Last Backup: 2006-11-24 18:45

c.  Enter a name for your backup set

rBackup Set

Please tvpe a name for this Backup Set,

Mame: |MSExchangeBackupSet-1

Type: Microsoft Exchange Server Backup

= Previous Mext= Cancel

d. Select the database(s) to be backup
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Backup Source
Please select Database to be backed up.

= & wy Computer -
- e[ g svstem State
=l (§ Wicrosoft Exchange Server

5 S WIN 2000 VR

E---r@ Microsoft Infarmation Stare

[ ¥ First Storage Group
[ @ Mailbox Store (AMNZ000SVRY
-[¥| @ Public Folder Store (WIN20005VR)

¥ 3 abe
¥ 3 acct
-[¥ 3 mail2 Ll

r Temparary directory for storing backup files

IC\BackuleSExchaﬂge Change
< Previous | Iext = | Cancel |

If this Exchange Server is also a domain controller of this Active Directory, select
the [System State] checkbox as well. Otherwise, please install Rhinoback to the
domain controller of this Active Directory and select the [System State] checkbox
on that computer

e. Enter a temporary directory for storing the backup files before they are sent to an
Offsite Backup Server

f. Set the backup schedule for Database Backup

rBackup Schedule
Flease schedule the hackup time.

Transaction Log Backup Schedule {Type: Transaction log; Weekly

4 | 1]

Add | Remaove | Properties |

= Previous Mext = Cancel

g. Set the backup schedule for Transaction Log Backup (Note: You can have more
than one schedule in a backup set, i.e. you can perform intra-day transaction log
backup by adding more than one daily transaction log backup schedule to your
backup set)

h.  Set the encryption algorithm, encryption mode and encrypting key for this backup
set

rEncryption Setting
Flease setup the encryption setting of the Backup Set.

[~ Do NOT use encryption

Algarithm: |Twofish +

Mode:
¥ CBC (Cipher Block Chaining)

" ECB (Electronic CookBook)

Encrypting Key: |

Confirm Encrypting Key: |

= Previous Mext = Cancel

(Hint: For maximum security, please select AES (Advanced Encryption Standard)
Algorithm, CBC (Cipher Block Chaining) mode and use an encrypting key with
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more than 8 characters.)
iii.  Run Backup

i Select the backup set you want to run on the left panel and press the [Start
Backup] button (»)
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j- Select the backup type (e.g. Database, Log Files) you would like to perform

Backup

o :fﬁatabase%

" Log Files

0K | Cancel

k.  Select [Off-site Backup Server] to start backing up your files to an Offsite Backup
Server and press the [OK] button

¢ Local Hard Disk (Seed Load Utility)

Start the backup for [MSExchangeBackupSet-1] ?

OK | Cancel |

You should get something similar to the screen shot below.

=101
Backup Set  Backup View
EC
4P Backup Contraller #F |3 Backup Set- MSExchangeBackupSet1
[£3 User Profile Backup Set
# Dackup Source MName: MS3ExchangeBackupSet1
H [iy Backup Schedule Type:  Microsoft Exchange Server Backup
; [ Command Line Toal [ ——
L getting
Lo B Encryption
Log Table (MSExchangeBackupSet-1)
Type | Log Time
@ Start [2004/01/21 13:53:47] -
@ Start running pre-cammands [2004/01/31 13:53:47]
@ Finished running pre-commands [2004/01/31 13:53:47]
@ Using Temporary Directory - ‘FBackuptMSExchanoel1 071124... [2004/01/31 13:53:47]
@ Stant Microsoft Exchange backup .. [2004/01/31 13:53:47]
@ [Start] Exchange Server - "WiN20005WR" [2004/01/31 13:53:47]
@ [Start] Service - "Microsoft Infarmation Stare” [2004/01/31 13:53:47]
@ [Start] Storage Group - "First Storage Group" [2004/01/31 13:53:47]
@ [Start] Datahase - "Mailbox Store (AIN2Z0008VRY" [2004/01/31 13:53:47]
@ Backing up ‘EAProgram Files\Exchsnmmdbdatatprivl edh’ [2004/01/31 13:53:47]
@ Backing up 'EAProgram Files\Exchsnmdbdatatprivl stm' .. [2004/01/31 13:53:49]
@ [End] Database [2004/01/21 13:53:51]
@ [Starf] Database - "Public Folder Store (WIN2000SYR)" [2004/01/31 13:53:51]
@ Backing up ‘EAProgram Files\Exchsrmmdbdatalpub1 edb’. [2004/01/31 13:53:51]
@ Backing up ‘E:iProgram Files\Exchsrimdbdatalpubt stm'.. [2004/01/31 13:54:19]
@D [End] Datahase [2004/01/31 13:54:22]
@ [Star] Backing up log files [2004/01/31 13:54:22]
@ Backing up ‘EAProgram Files\ExchsnrmdbdatalE00000E.. [2004/01/31 13:54:23] LI
Backup | Log
| Backing up EiProgram FilesiBxchsnnSGhacet.stm' .. ‘Quata (Remaining ! Total): 48.06G [ 50G ‘Last Backup: 2004-01-31 10042

11.4 How to restore Microsoft Exchange Server

Please follow the instructions below to restore Microsoft Exchange Server 2000 / 2003 from the
Rhinoback Server.

i Prepare the system for your Exchange Server (if required)

Install the original version of Windows and Exchange Server (with the same level of
service pack installed as in the original system) back to your computer

ii. Restore Windows Active Directory (if required)

If you have re-installed Windows, please download the Windows System State backup
file, named [SystemState.bkf], from Offsite Backup Server and then use [NTBackup.exe]
to restore your Windows System State to its backup time from the backup file by
following the instructions below:

m. Run [NTBackup.exe] from [Start] -> [Run]
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3

Press the [Restore Wizard] button and then press the [Next] button

0. Press the [Import] button and use the [Browse] button to select the backup file
[SystemState.bkf] downloaded

p. Select the checkbox next to the description that matches your backup file
g. Press the [Next] button and then the [Finish] button

iii.  Install Rhinoback (if required)

Please refer to the [Installation] section for information on how to install Rhinoback
onto your computer.

iv. Startup the [Microsoft Information Store] services from Windows Services
v. Restore exchange database(s) from backup:

a. Download the database backup files to be restored from the Offsite Backup Server
(or find the cached copy available in the temporary directory defined in your
backup set) and save them to your hard disk (please make sure the directory
structure is the same as it appears on the browser)

b. If the database to be restored exists on your computer already, please dismount it
from the services using [Start] -> [Program] -> [Microsoft Exchange] -> [System
Manager]

C. Use [ExchangeRestore.exe] from the [bin] directory under the installation
directory of Rhinoback (e.g. C:\Program Files\ Rhinoback
\bin\ExchangeRestore.exe) to restore the exchange database(s).

Simply run [ExchangeRestore.exe] to print the usage

ExchangeRestore.exe Usage:
C:\Program Files\OBM\bin> ExchangeRestore.exe

Microsoft Exchange Server 2000/2003 Backup Recovery Utility

Usage:
ExchangeRestore DIR=path SERVER=server TEMP=tempDir [SERVICE=service [STORAGE=st
orage [DATABASE=database]]]

DIR Directory containing all backup files
SERVER Name of Exchange Server to be restored
TEMP Temporary directory to be used during restore

Please specific a path with plenty of free space

SERVICE Name of Exchange Service to be restored. It must be either
"Microsoft Information Store", "Microsoft Key Management Service"
or "Microsoft Site Replication Service"

STORAGE Name of storage group to be restored

DATABASE Name of database to be restored

Examples:
1. To restore an exchange server:
ExchangeRestore DIR="C:\Backup" SERVER="ExchangeServer" TEMP="C:\Temp"

2. To restore the information store:
ExchangeRestore DIR="C:\Backup" SERVER="ExchangeServer" TEMP="C:\Temp"
SERVICE="Microsoft Information Store"

3. To restore an exchange storage group:
ExchangeRestore DIR="C:\Backup" SERVER="ExchangeServer" TEMP="C:\Temp"
SERVICE="Microsoft Information Store" STORAGE="StorageGroupl"

4. To restore an exchange database:
ExchangeRestore DIR="C:\Backup" SERVER="ExchangeServer" TEMP="C:\Temp"
SERVICE="Microsoft Information Store" STORAGE="StorageGroupl"
DATABASE="Databasel"

where
"C:\Backup" is the directory containing all backup files
"ExchangeServer" is the server name of an exchange server
"C:\Temp" is the temporary directory to be used
"StorageGroupl" is the name of a storage group
"Databasel" is the name of a database

d. (Example 1) To restore all databases from backup available in [F:\Backup] to an
exchange server named [WIN2000SVR] using the temporary directory [F:\Temp],
you can use this command:

E:\Program Files\ Rhinoback \bin> ExchangeRestore DIR="F:\Backup"
TEMP="F:\Temp" SERVER="WIN2000SVR"

| Exchange Server Recovery Example: |
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E:\Program Files\OBM\bin> ExchangeRestore DIR="F:\Backup" TEMP="F:\Temp"
SERVER="WIN2000SVR"

Microsoft Exchange Server 2000/2003 Backup Recovery Utility

[Start] Exchange Server - 'WIN2000SVR'
[Start] Service - 'Microsoft Information Store'
[Start] Storage Group - 'First Storage Group'
[Start] Database - 'Mailbox Store (WIN2000SVR)'
Restoring file 'E:\Program Files\Exchsrvr\mdbdata\privl.edb'
Restoring file 'E:\Program Files\Exchsrvr\mdbdata\privl.stm'
[End] Database - 'Mailbox Store (WIN2000SVR)'
[Start] Database - 'Public Folder Store (WIN2000OSVR)'
Restoring file 'E:\Program Files\Exchsrvr\mdbdata\publ.edb'
Restoring file 'E:\Program Files\Exchsrvr\mdbdata\publ.stm'
[End] Database - 'Public Folder Store (WIN2000SVR)'
[Start] Restoring transaction log - 'First Storage Group'
Restoring Log File 'F:\Temp\restore.tmp\First Storage Group\E00000B3
Restoring Log File 'F:\Temp\restore.tmp\First Storage Group\E00000B4
[End] Restoring transaction log - 'First Storage Group'
[Start] Applying transaction log ...
[End] Applying transaction log

[End] Storage Group - 'First Storage Group'
[Start] Storage Group - 'SG2'
[Start] Database - 'acct'

Restoring file 'E:\Program Files\Exchsrvr\SG2\acct.edb'
Restoring file 'E:\Program Files\Exchsrvr\SG2\acct.stm'
[End] Database - 'acct'

[Start] Restoring transaction log - 'SG2'

Restoring Log File 'F:\Temp\restore.tmp\SG2\E0100072.log"
Restoring Log File 'F:\Temp\restore.tmp\SG2\E0100073.1log"
[End] Restoring transaction log - 'SG2'

[Start] Applying transaction log ...

[End] Applying transaction log

[End] Storage Group - 'SG2'

[End] Exchange Server - 'WIN2000SVR'

E:\Program Files\OBM\bin>

.log"
.log"

(Example 2) To restore the database named [mail] in storage group [SG5] from
[WIN2000SVR]
using the temporary directory [F:\Temp], you can use this command:

backup available in [F:\Backup] to an exchange server named

E:\Program Files\Rhinoback\bin> ExchangeRestore DIR="F:\Backup"
TEMP="F:\Temp" SERVER="WIN2000SVR" SERVICE="Microsoft Information

Store" STORAGE="SG5" DATABASE="mail1"

Exchange Server Recovery Example:

E:\Program Files\OBM\bin> ExchangeRestore DIR="F:\Backup" TEMP="F:\Temp"
SERVER="WIN2000SVR" SERVICE="Microsoft Information Store" STORAGE="SG5"
DATABASE="mail"

Microsoft Exchange Server 2000/2003 Backup Recovery Utility

[Start] Storage Group - 'SG5'

[Start] Database - 'mail'

Restoring file 'E:\Program Files\Exchsrvr\SG5\mail.edb'
Restoring file 'E:\Program Files\Exchsrvr\SG5\mail.stm'
[End] Database - 'mail'

[Start] Restoring transaction log - 'SG5'

Restoring Log File 'F:\Temp\restore.tmp\SG5\E0300012.log"
Restoring Log File 'F:\Temp\restore.tmp\SG5\E0300013.1lo0g"
[End] Restoring transaction log - 'SG5'

[Start] Applying transaction log ...

[End] Applying transaction log
[End] Storage Group - 'SG5'

E:\Program Files\OBM\bin>

Repeat the same procedure for each database to be restored to the Exchange

Server.

You can use [Start] -> [Program] -> [Administrative Tools] -> [Event Viewer] to
check if there are any errors generated from the exchange databases restoring

activities.

vi. Completed
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12 Backup/Restore Windows System State

This chapter will describe in details how to use Rhinoback to backup Windows System State and how
you can restore your Windows System State from backup.

12.1 Requirements

i Microsoft Windows XP Professional / 2003

ii. Rhinoback must be installed onto the computer containing the system state you want to
backup

iii.  Windows system state will be backed up to a temporary file before it is sent to the
Rhinoback server. Please make sure you have sufficient space on your computer to
store the temporary file when you run the backup job.

12.2 Overview

Rhinoback will backup your Microsoft Exchange Server by taking the following steps:
i Run all Pre-Commands of this backup set

ii.  Windows System State will be backed up to a temporary directory specified in its
backup set

iii.  Run all Post-Commands of this backup set

iv. Upload the Windows System State backup files from the temporary directory to an
Offsite Backup Server

v. Remove the Windows System State temporary backup files from the temporary
directory if [Setting] -> [Temporary Directory for storing backup files] is enabled

12.3 How to backup Windows System State

Please follow the instructions below to backup Windows System State using Rhinoback:

i. Open Rhinoback

Right click Rhinoback icon available in the system tray and choose [Open]

ii.  Create a backup set

From the Menu, Choose [Backup Set] -> [New] -> [System State Backup Set]

a. From the Menu, Choose [Backup Set] -> [New] -> [System State Backup Set]
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# Rhinoback Manager

C18 Backup Restore Tools  View Help

(@) File Backup Set
[# Remove [é5) System State Backup Set
I,El Save Setting @ Lotus Backup Set
|j Exit [f} M3 Exchange Backup Set
5 Backup 5o LH' MS Exchange Mail Backup Set
[OBackup5c [ Mg SOL Server Backup Set
HBackup Fil (o 1ol Backup Set

A command — hytes

ﬂ Setting &) Oracle Database Backup Set

(41 Encryption ~In-File Delta Type

fif Retention Policy - -

& Evtra Backup Default: |Differential v|

) éLocaI Copy
| TestBackupSet

rUpload full file when

Delta Ratio * = %

* Delta Ratio = Delta Size f File Size

Log Tahle (FileBackupSet-1) ‘3
Type | Log Time |
< | &
@ Backup | @ Restore | [ Log |
Welcame to Rhinohack Manager! |Qu0ta (Remaining f Total); 99,786 [ 100M Last Backup: 2006-11-24 18:45

b.  Enter a name for your backup set

Add new System State Backup Set |§

rBackup Set
Flease type a name for this Backup Set.

Mame: | SystemStateBackupSet-1 |

Type: System State Backup

Cancel = Previous

C. Use the [Change] button to configure the [Temporary directory for storing backup
files] setting and check the [Remove temporary files after backup] if you want
temporary files to be removed automatically after backup
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f.

~Backup Source
= Y HAIER
[k Bystern State

r Temparary directary for staring backup files

|C'1Elackup18yatem8tate H Change l

Rermove termporary files after backup

= Previous ” Mext »

Cancel

Add new System State Backup Set [')?

Enter a temporary directory for storing the backup files before they are sent to the

Rhinoback server

Set the backup schedule for this backup set

Add new System State Backup Set f‘5_<\

rBackup Schedule

Please schedule the backup time.

’ Add ” Remove ” Properties l

Cancel = Previous

Set the encryption algorithm, encryption mode and encrypting key for this backup
set

rEncryption Setting
Flease setup the encryption setting of the Backup Set.

I~ Do NOT use encryption

Algarithm: |Twofish w

Mode:
% CBC (Cipher Block Chaining)

" ECB (Electronic CookBook)

Encrypting Key: |

Confirm Encrypting Key: |

= Previous Mext = Cancel

(Hint: For maximum security, please select AES (Advanced Encryption Standard)
Algorithm, CBC (Cipher Block Chaining) mode and use an encrypting key with

more than 8 characters.)

iii. Run Backup

a.

Select the backup set you want to run on the left panel and press the [Start

Backup] button ()
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b.  Select [Off-site Backup Server] to start backing up your files to an Offsite Backup
Server and press the [OK] button

¢ Local Hard Disk (Seed Load Utility)

Start the backup for [MSExchangeBackupSet-1] ?

OK | Cancel |

c.  You should get something similar to the screen shot below.

s =101
Backup Set  Backup View
EC
4P Backup Contraller #F |3 Backup Set- MSExchangeBackupSet1
E_Useerﬁ\e Backup Set
g ackup Source MName: MS3ExchangeBackupSet1
[y Backup Schedule Type:  Microsoft Exchange Server Backup
; [ Command Line Toal [ ——
L getting
Lo B Encryption
Log Table (MSExchangeBackupSet-1)
Type | Log Time
@ Start [2004/01/21 13:53:47] -
@ Start running pre-cammands [2004/01/31 13:53:47]
@ Finished running pre-commands [2004/01/31 13:53:47]
@ Using Temporary Directory - ‘FBackuptMSExchanoel1 071124... [2004/01/31 13:53:47]
@ Stant Microsoft Exchange backup .. [2004/01/31 13:53:47]
@ [Start] Exchange Server - "WiN20005WR" [2004/01/31 13:53:47]
@ [Start] Service - "Microsoft Infarmation Stare” [2004/01/31 13:53:47]
@ [Start] Storage Group - "First Storage Group" [2004/01/31 13:53:47]
@ [Start] Datahase - "Mailbox Store (AIN2Z0008VRY" [2004/01/31 13:53:47]
@ Backing up ‘EAProgram Files\Exchsnmmdbdatatprivl edh’ [2004/01/31 13:53:47]
@ Backing up 'EAProgram Files\Exchsnmdbdatatprivl stm' .. [2004/01/31 13:53:49]
@ [End] Database [2004/01/21 13:53:51]
@ [Starf] Database - "Public Folder Store (WIN2000SYR)" [2004/01/31 13:53:51]
@ Backing up ‘EAProgram Files\Exchsrmmdbdatalpub1 edb’. [2004/01/31 13:53:51]
@ Backing up ‘E:iProgram Files\Exchsrimdbdatalpubt stm'.. [2004/01/31 13:54:19]
@D [End] Datahase [2004/01/31 13:54:22]
@ [Star] Backing up log files [2004/01/31 13:54:22]
@ Backing up ‘EAProgram Files\ExchsnrmdbdatalE00000E.. [2004/01/31 13:54:23] LI
Backup | Log
| Backing up EiProgram FilesiBxchsnnSGhacet.stm' .. ‘Quata (Remaining ! Total): 48.06G [ 50G ‘Last Backup: 2004-01-31 10042

12.4 How to restore Windows System State

Please follow the instructions below to restore Windows System State from an Offsite Backup Server.
i Install Rhinoback (if required)

Please refer to the [Installation] section for information on how to install Rhinoback
onto your computer.

ii. Restore the Windows System State Backup File (i.e. SystemState.bkf) from the backup
server

iii. Use [NTBackup.exe] to restore your Windows System State to its backup time from the
backup file by following the instructions below:

a. Run [NTBackup.exe] from [Start] -> [Run]
b. Press the [Restore Wizard] button and then press the [Next] button

c. Press the [Import] button and use the [Browse] button to select the backup file
[SystemState.bkf] downloaded

d. Select the checkbox next to the description that matches your backup file
e. Press the [Next] button and then the [Finish] button

iv. Completed
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13 Backup/Restore Individual Mailbox for Microsoft

Exchange Server

Please refer to the Online Backup Suite Individual Mail for Exchange 2000 / 2003 Setup Guide for more
information.
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14 Backup/Restore MySQL Server

This chapter will describe in details how to use Rhinoback to backup your MySQL server and how you
can restore your MySQL server from the database backup files.

14.1 Requirements

i Rhinoback must be installed onto the computer running MySQL server.

ii. Data from MySQL server will be backed up to a temporary directory before they are
sent to Offsite Backup Server. Please make sure you have sufficient space on your
computer to store these data when you run the backup job.

iii. There must be a MySQL account can be used to connect from localhost.
Add two new MySQL accounts for Backup Manager
mysql> GRANT ALL PRIVILEGES ON *.* TO 'root'@'localhost’
-> IDENTIFIED BY 'some_pass';
mysql> GRANT ALL PRIVILEGES ON *.* TO 'root'@'localhost.localdomain’
-> IDENTIFIED BY 'some_pass';
mysql> FLUSH PRIVILEGES;

They are superuser accounts with full privileges to do anything with a password of
some_pass.

14.2 Overview

Rhinoback will backup your MySQL server by taking the following steps:
i. Run all Pre-Commands of this backup set

ii.  All database(s) (either local or external) selected are backed up to a temporary
directory specified in its backup set

iii.  Run all Post-Commands of this backup set
iv. Upload all backup files from the temporary directory to an Offsite Backup Server

v. Remove temporary files from the temporary directory if [Setting] -> [Temporary
Directory for storing backup files] is enabled
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14.3 How to backup MySQL server on Windows

Please follow the instructions below to backup your MySQL server using Rhinoback:

i. Open Rhinoback

Right click the Rhinoback icon available in the system tray and choose [Open]

ii. From the Menu, Choose [Backup Set] -> [New] -> [MySQL Backup Set]
Create a backup set

a. From the Menu, Choose [Backup Set] -> [New] -> [MySQL Backup Set]

# Rhinoback Manager = @

Backup Restore Tools View Help

|6 File Backup Set

I‘! Remove ] i;j',‘ Systern State Backup Set

I,El Save Setting hﬁ‘ Lotus Backup Set

[ et [#) M5 Exchange Backup Set
5 Backup 50 f} ME Exchange Mail Backup Set
[ Backup St [ M3 50L Server Backup Set
2 Backup Fil [ My QL Backup Set

Elcommand o bytes

ﬂ Setting |&) Oracle Database Backup Set

i Encryption ~In-File Delta Type

ﬁ[ Retention Policy

] Bxtra Backup Default: |Differential v|
e Dot

é Local Copy

Iﬁ,‘ TestBackupSet

Upload full file when

r
Delta Ratio = » %

* Delta Ratio = Delta Size [ File Size

Log Tahle {FileBackupSet-1) l?
Type | Log Time
< |
& Backup | € Restore | [ Log |
‘Welcome to Rhinoback Manager! Quota (Remaining / Totaly: 99.78mM S 100 |Last Backup: 2006-11-24 18:45
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b.  Enter a name for your backup set

[ Backup Set
Please type a name for this Backup Set.

Mame: |MySGLBackupSet1
Type: MySQL Backup
hMySaL

User Marme: |root

Password:

Hostlocalhost

Port: [3308

"Path to mysgldurmp

IC imysalthin Change

= Previous | Cancel |

c.  Enter the root password, the MySQL server TCP/IP port number and the path to
MySQL backup utility (mysgldump)

d. Select the database(s) to be backup

rBackup Source
Please select databases to be backed up.

ERel: Y
i B abe
¥ i menagerie
-l mysal
Lo H test

~Temporary directory for storing backup files

IC'\Eackup\MySQL Change
< Previous | Cancel |

e. Enter a temporary directory for storing the backup files before they are sent to an
Offsite Backup Server, e.g. C:\Backup\MySQL
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f. Set the backup schedule for Database Backup

rBackup Schedule
Please schedule the backup time.

ieekly - Friday)

Add Remove | Properties |

<pPrevious || Cancel

g. Set the encryption algorithm, encryption mode and encrypting key for this backup
set

Encryption Setting

Pleaze setup the encryption sefting of the Backup Set.

[~ Do MNOT use encryption.

Algarithm: [AES VI

Mode:
{+ CBC (Cipher Block Chaining)

"~ ECB (Electronic CookBook)

Encrypting Key: |”‘“”

Confirm Encrypting Key: hm

= Previous Cancel

(Hint: For maximum security, please select AES (Advanced Encryption Standard)
Algorithm, CBC (Cipher Block Chaining) mode and use an encrypting key with
more than 8 characters.)
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iii.  Run Backup

a. Select the backup set you want to run on the left panel and press the [Start
Backup] button ()

b.  Select [Off-site Backup Server] to start backing up your files to an Offsite Backup
Server and press the [OK] button

Backup to

{+ Off-site Backup Serer
~ Local Hard Disk (Seed Load Utility

Startthe backup for [MySQLBackupSet-1] 7

Cancel |

c.  You should get something similar to the screen shot below.

- ol x|
Backup Set Backup View
FE
@ Backup Contraller Qf [Ma] Backup Set- MySQLBackupSet-1
User Profile R B a
(&] OracleBackupSet-1
(@] Lotus Motes MName: MySOLBackupSet1
(B M350QLBackupSet-1 Type:  MySQL Backup
(3] MESExchangeBackupSet-1 MySaL
User Marme: root
Password: ==
ackup Schedule Huost: localhost
T C d Line Tool
[ command Line Too O —
L setting
L B Encryption Path to mysgldump
’VC\myaq\\hm
Log Table (MySOLBackupSet-1) &
Type | Laog | Time |
@ Start [2004/07/22 16:47:01] -
Start running pre-commands (2004007122 16:47:01)
@ Finished running pre-commands (2004007122 16:47:01]
@ Using Temporary Directory - 'C\BackupiMySQLV 0887E0442718" (200007122 16:47:01]
@ [Star] Backing up database 'mysgl'to mysgl.sgl' (2004007122 16:47:01)
@ [End (2004407422 16:47:01]
@ Start running post-commands (20040722 16:47:01] ll
Backup | Log
|Fm|5hed running post-commands ‘Qunla (Remaining / Total): 48.9G / 500G |LaatEankup 2004-07-2214:32
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14.4 How to backup MySQL server on Linux (command line
mode)

If you want to setup Rhinoback to backup MySQL server running on Linux using command line mode,
please do the followings:

i Create a backup account on Rhinoback

ii.  Logon to the web interface of Rhinoback using the backup account created in the
previous step (doesn’t matter if it is not from the Linux server running the MySQL
server to be backed up)

iii. Create a new backup set by pressing the [Backup Set] -> [Add] button

iv. Select the [Backup Set] -> [Type] -> [MySQL Database Server] radio button and press
the [Update] button (which can be found at the bottom of the page)

v.  Setup all [Backup Set] -> [Database Backup Setting]

Settings Descriptions

MySQL Username (e.g A MySQL user account that has backup access to the

root) databases to be backed up (e.g. root). Please refer to
the [Requirements] section for details

MySQL Password Password of the MySQL user account being used

Host IP address / Hostname of the MySQL Server

MySQL Connection TCP/IP port used to access the MySQL Server (default:

TCP/IP Port 3306)

Path to MySQL backup Full path to where mysqgldump can be found (e.g.

utility (mysqgldump) /usr/bin/mysqgldump)

Temporary Spooling A temporary directory to be used to store all MySQL

Directory database dump files before they are uploaded to the

backup server

Enable Delete Temp. File |Whether to delete the temporary MySQL database
dump files after they are uploaded to the backup
server

vi. Setup the [Backup Set] -> [Backup Source] setting

> Add an “MySQL" entry to the [Backup Source] if you want to backup all databases
under this MySQL Server

> Add two entries, “MySQL/databasel” and “MySQL/database2”, to the [Backup
Source] if you want to backup both “databasel” and “database2” under this
MySQL Server

(Please use “\" instead of “/” if the MySQL server to be backed up is running on
Windows instead of Linux)

vii. Setup the [Backup Set] -> [Backup Schedule] by pressing the [Add] link next the the
“Backup Schedule” sub-title

viii. Install Rhinoback onto the Linux server running MySQL server (Please refer to the [2.1
Installation of Rhinoback ] section for details. The command line mode installation
instructions are available on the web interface)

ix. Completed

If you have started up the Rhinoback backup scheduler in the previous step, selected
databases will be backed up automatically at scheduled time
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14.5 How to restore MySQL server

Please follow the instructions below to restore MySQL server from the Rhinoback server.

i Download the database backup files to be restored from the Rhinoback server

Please refer to the [5.3 Restoring file] section for information on how to download
backup files from the Rhinoback server.

ii. Restore the database named [db_name] from the database backup file [db_name.sql]:

a. Connect to the MySQL server

(Windows) C:\> mysql
(Linux) [root@server ~]# mysql

b. Create the database to be restored
mysql> CREATE DATABASE IF NOT EXISTS db_name

c.Restore the database backup file back into the MySQL server

mysql> use db_name ;
mysql> source db_name.sql ;

If db_name.sql is not located in the current directory, please specify the full
path to the db_name.sql file in the command above.

iii. Repeat the same procedure for each database to be restored to the MySQL Server.

iv. Completed
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15 Email Reporting

The Rhinoback server makes use of email to keep you informed with the status of your backup
activities. Please make sure your contact information within the backup system is correct to receive the

reports described in this chapter.

15.1 Forgot Password

If you have forgotten your password, you can use the [Forgot Password] feature available on the web
interface to have your password delivered to you through email. (Please refer to “Retrieve Forgotten
Password” section in the next chapter for more information on how to retrieve your forgot password
report.) The Forgot Password Report contains the following information:

Sample

Request for forgotten password

the page above and you are receiving this email in errar,
please contact us.

2. What should you do after reading this email 7
Your current password is shown under the user setting.
You are suggested to change your password to a mare
easily remembered password and delete this email to
avoid any third party naining your password.

Generated at: SatJun 21 09:47:14 HKT 2003

FAGS: User Setting

1. Why are you receiving this report? Login Marne :MewiAccount
Yhen a uservisits the forgot password page and requests  Password pwd
forthe lost passward ofthis backup account, all registered  Alias s Mewy Testing Account Mame
contacts of this particular account will receive a password Language :English
reminder email. Ifnone of the contact person has visited Contact S USEr@yoUr-COmpany.com

Key Description
Login Name |Login name
Password Password
Alias Alias
Language Preferred Language for your backup report
Contact Email Address that will be used to contact you
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15.2 Backup Job Report

For each backup job you have run, a backup job report will be sent to you by email. This report
contains a summary for the backup job that was run and a full listing of all files being backed up by the
backup job. The backup summary report contains the following information:

Sample Backup Summary Report

Online Backup Job Report

Generated at: SatJun 21 10:00:05 HKT 2003

Backup Time  :21-Jun-2003 0947 - 21-Jun-2003 09:47 Lagin Mame L MewAccount

Status : Backup finished successfully Alias s Mew Testing Account Mame

Mew Files™® 1 [8k] Language :English

Updated Files* @1 [ 4k] Contact TUSEFEYOU-COMPAnY.com

Celeted Files® 1 [4K]

Maved Files™ 11 [ 3k]

* Unit= No. of Files [Total Size]

Backup Source s GOy Documentt

Afull listing of all backup files is available in the attached file.
Backup Data Size* s T [34k]

FAQs:

1. Why are you receiving this report?

Retention Area Size™ 2 [13k]
Backup Guota s 50
Remaining Quota HE =R
*LInit=Mo. of Files [Total Size]

You are receiving this report hecause you are registered
as one ofthe contacts ofthis Online Backup account and
this particular account has performed a backup joh
recently.

2. What if you have exceeded your quota?

Ifyour recycle bin size is not empty, you can emply your
recycle hinto free up more space. Please contact us for
mare infarmation an how ta increase your starage quota.

If further assistance is necessary, please refer to the FACSs

section.
Key Description
Backup Time The time when the backup job ran

Backup Status

The overall status of the backup job. Normally, you should see “Backup
finished successfully” in this field. If you happen to get something else,
please consult the attached full report for more information.

New Files Total number and size of backup files added to your backup set
Updated Files Total number and size of backup files updated in your backup set
Deleted Files Total number and size of backup files deleted from your backup set
Moved Files Total number and size of backup files relocated in your backup set
Login Name Login name

Alias Alias

Language Preferred Language for your backup report

Contact Email Address that will be used to contact you

Backup Source

All files/directories that will be backed up

Backup Data Size

The total backup data stored in the data area

Retention Area Size

The total backup data stored in the retention area. Old copies of updated

or deleted backup files are retained in the retention area for the number of
days as specified by the retention policy of the backup set before they are

removed from the system.

Backup Quota

Backup Quota

Remaining Quota

Remaining Quota

The full backup report, which contains a full listing of all files backed up by the backup job, is attached
to the backup job report email as a zip file. You need to unzip it before you can read the full report.
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Sample Report

Full Ba

Generated at: Sat Jun 21 10:00:05 HKT 2003

ckup Report

Backup Job Summary Backup Job Statistics
Backup Set BackupSet-0 Mew files* 1 [9k bytes]
Backup Jab Z003-06-21 (09:58) Updated files* 1 [9k bytes]

Backup finished successfully Deleted files* 1[4k bytes]

Backup Time

Backup Statuﬂ :

t| 2003-06-21 0957 - 2003-06-21 09:57 Moved files* 1 [3k bytes]

Type
Info
Info
Info
Info

bW
z
Q

* Unit = Number of files [Total file size]

Backup Logs

Timestamp

2003-08-21 057
2003-08-21 057
2003-06-21 09:57
2003-06-21 09:57

Backup Logs

Start running pre-commands
Finished running pre-commands
Start running post-commands
Finished running post-commands

Mo, Files
1 CihTes

New Files

Last Modified
2003-06-21 09:57

Size*
thlibyNew DANIEL.DOC al

No. Files

Updated Files
Size*
1 Ci\Test\libh\DAMIEL.DOC ak

Last Modified
2003-06-21 09:57

MNo. Files

1 CihTestyib\DANIEL_A BAK 4l

Deleted Files
Size*
1996-11-29 15:45

Files

Moved Files

1 CATestKINGL.BAK -+ CA\Test\ibWwINGL .BAK 3k 2003-06-05 12:35
Key Description
Backup Set The name of the backup set
Backup Job The name of the backup job (which is the start time of the backup job)

Backup Status

The overall status of the backup job. Normally, you should see “Backup
finished successfully” in this field. If you happen to get something else,
please consult the attached full report for more information.

Backup Time

The time when the backup job ran

Backup Log

All messages logged when running this backup job

New Files

Total number and size of backup files added to your backup set

Updated Files

Total number and size of backup files updated in your backup set

Deleted Files

Total number and size of backup files deleted from your backup set

Moved Files

Total number and size of backup files relocated in your backup set

New File List

Full list of all backup files added to your backup set

Updated File List

Full list of all backup files updated in your backup set

Deleted File List

Full list of all backup files deleted from your backup set

Moved File List

Full list of all backup files relocated in your backup set
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15.3 Setting Change Report

After you have updated your user profile or backup setting, a setting change report will be sent to you.
This report allows you to track record of the changes that have been made to your backup account.

Sample Report

Backup Setting Changes Report

not updated by someane onyour contact list. Ifnone ofthem
makes this changes, change your passward, carrectyour
setting and see ifthis happens again. Ifthis happens again,

please contact us for further investigation.

Backup Cuota

If further assistance is necessary, please refer to the FAQS
section.

Generated at: SatJun 21 11:00:00 HET 2003

Why are you receiving this report ? User Setting
Lagin Mame : Mewidccount
Yfou are receiving this report since your persanal or backup Alias :Mew Testing Account Marme
setting has been updated. Please confirm the information Language :English
shown on the right is correct. Please make sure your setting is Contact T USErEYOU-COMPany.com

$a0mM

Backup Set - BackupSet-0

Source(s) + CAbly Documentt

Schedulels) rMone

Filter rMone

Retention Policy s Keep deleted files for 7 days

Transfer Size 1 286k ytes

Pre-Command(s) rMone

Post-Command(s) :Mone

Key Description

Login Name Login hame

Alias Alias

Language Preferred Language for your backup reports
Contact Email Address that will be used to contact you

Backup Quota

Backup Quota

Backup Source(s)

All backup sources of the backup set

Backup Schedule(s)

All backup schedules of the backup set

Filter(s)

All backup filters of the backup set

Retention Policy

The retention policy of the backup set

Transfer Size

The transfer block size of the backup set

Pre-Command(s)

All Pre-Command(s) of the backup set

Post-Command(s)

All Post-Command(s) of the backup set

Rhino USA, LLC
www.rhinoback.com

Page 99 of 106

(April 15, 2008)



RH'N/BACK User’s Guide

Rhino USA, LLC Page 100 of 106 (April 15, 2008)
www.rhinoback.com



RHINGBACK

User’s Guide

16 Web Features

Other than the features of Rhinoback described in the previous chapter, the web interface of Offsite
Backup Server provides you access to some additional features that are not available in Rhinoback. This
chapter describes each of these features in details.

16.1 Install Rhinoback Manager

Before you can use Rhinoback, you have to download the Rhinoback installer from the web interface of
Offsite Backup Server and install the Rhinoback Manager onto your computer. Please refer to the
installation section (Chapter 2) for information on how to install the Rhinoback Manager onto your
computer.

16.2 Update User Profile

You can update your user profile by using the [Profile] panel available on the web interface. To change
your profile, just make any changes to your profit on the panel shown below and press the [Update]
button.

I s
FaQs | Help | Select Language
Logout

icrosoft Internet Explorex

Restore | Install Software
Profile | Backup Set | File Explorer | Report | Statistics

rY
User Summary

S00M

Total Restore™
5.2M[5]

Retention Areat
14M[1]

[rata Area®
gelk [ 3]
* Unit : Cornpressed Size [Total No. of Files]

User Profile [ demo ]

Alias * [Demonstration Account

* | English |
* [ GMT+08:00 (HKT) |
Contact tq

Language

Timezone

. Name |Derma Account [Remove]

Ernail [demo@your-cormpary.cam |
2. Name | [Add]

Ernail |

Add-on Modules : Microsoft Exchange Server (Enable) , Microsoft SQL Server (Enable)
Oracle Database Server (Enable) , MySQL Database Server (Enable)

Lotus Domino {Enable) , Lotus Motes (Enable) In-File Delta (Enable)

Update | Resetl

[ |
] [ [ [ ® 4
Key Description
Quota Backup Quota
Data Area Total number and size backup files stored in the data area
Retention Area Total number and size of backup files stored in the retention area
Total Upload Total number and size of backup files uploaded to the backup server
Total Restore Total number and size of backup files restored from the backup server
Login Name Login name
Display Name Alias of your backup account
Language Preferred Language for your backup report
Time Zone Your Time zone
Contact Email Address that will be used to contact you

16.3 Request Forgotten Password

If you have forgotten your password, you can retrieve it by simply entering your login name or your
registered email address on the [Password Request] form and press the [Request] button. Your
password will be sent to your registered email address automatically.
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Install Software

=10] x|

E&Gs | Help | Select Langquage

Logon | Forgot Password ?

-Easy to use

- Fully Automated o

- Daily backup

-Save you time and
money

At a glance:

-Backup your data
autornatically every
day

- Access your data
anywhere, anytime

- Retain all backup files,
even those that have
been deleted

-Backup your data ta
our secure data center

-Fire? Earthquake?
Typhoon? Your data is
always safe

Password Request

Login Name: [demol|

Email: |

How to retrieve your forgotten password?

i, Enter either your "Login Narme" or "Email" in the
form above
ii. Pressthe [ Request ] button
iii. You should receive your password immediately
via email

&

([ e

16.4 Restore/Delete/Undelete Backup Files

Using the [File Explorer], you can browse through the backup data (both current and previous versions)
on the Rhinoback server. You can select any current backup files to Restore or Delete. You can also
select any deleted backup files (in gray) to Undelete.

=10l x|
Restore | Install Software FaQs | Help | Select Language
Profile | Backup Set | File Explorer | Report | Statistics Logaut

) Home = FilePackupSet-1 = 2005-06-28 (22:17) = CiY

¢ Show files after Job IZDDS—DE-ZB (22:17) 'l " Show all files (* Show Jobs ¥iew

Delete| Restore | Undelete I

&= File f Directory Size Last Modified Zipped [Ratio]
=
s dellimg (deleted) 1.4M 2004-04-26 19:21 14M [2%]

.Delete| Restore | Undelete |

This shows all files / directories within a backup job of a backup set,

To restore files/directaries, check the checkbaox next to the files/directaries and press the
[ Restore ] button.

3. To delete files/directories, check the checkbox next to the files/directories and press the
[ Delete ] button,

Note: 1.
2,

€l [ [T e

16.5 Review Backup Jobs

In addition to reviewing your backup activities from the email report and from Rhinoback, you can also
review any of your backup Jobs by using the [Report] panel available on the web interface. To review a
backup job, just select the required backup job from the [Backup Set] and [Backup Job] drop down list.
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Intermet Explover ]
Restore | Install Software FaQs | Help | Select Langquage
Profile | Backup Set | File Explorer | Report | Statistics Logout

GETE AT S FileBackupSet-1

Job Status
Backup Time :

More Infarmation?
A Detailed Report iz
availahle .

: Backup finished successfully

2005/06/28 22116 - 2005/06/28 22117 (HKT)

New Files* 0[0bytes ] Data Area g61k bytes
Updated Files* 0[ 0bytes ] Retention Area 1.4M bytes
Deleted Files* 1[14M bytes ] Total Upload 2.2M bytes
Moved Files* 0[0bytes ] Backup Quota 500M bytes

* Unit = Number of files [ Total file size ] Remaining Quota 497.8M bytes

]

[ [ [ e

Key

Description

Job Status

The overall status of the backup job. Normally, you should see “Backup
finished successfully” in this field. If you happen to get something else, please
click the [Detailed Report] images on the page.

Backup Time

The time when the backup job ran

New Files

Total number and size of backup files added to your backup set

Updated Files

Total number and size of backup files updated in your backup set

Deleted Files

Total humber and size of backup files deleted from your backup set

Moved Files

Total humber and size of backup files relocated in your backup set

Backup Data Size

The total backup data stored in the data area

Retention Area
Size

The total backup data stored in the retention area. Old copies of updated or
deleted backup files are retained in the retention area for the number of days
as specified by the retention policy of the backup set before they are removed
from the system.

Total Upload

Total humber and size of backup files uploaded to the backup server

Backup Quota

Backup Quota

Remaining Quota

Remaining Quota
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You can open the [Full Backup Report] to review all information logged by a backup job by clicking the
[Detailed Report] image on the [Report] panel.

Full Backup Report

Full Backup Report

Generated at: Sat Jun 21 10:00:05 HKT 2003

Type
Info
Info
Infa
Info

-bwr\)»—tz
-]

Backup Set ;| BackupSet-0 Mew files™* 1 [9k bytes
Backup Job 2003-06-21 (09:58) Updated files* 1 [9k bytes
Backup Status| : | Backup finished successfully Deleted files* 1 [4k bytes
Backup Time ZO03-06-21 09:57 - 2003-06-21 0957 Moved files* 1 [3k bytes

* Unit = Mumber of files [Total file size

Backup Logs

Timestamp

2003-06-21 09:57
2003-06-21 09:57
2003-06-21 09:57
Z003-06-21 09:57

Backup Logs

Start running pre-commands
Finished running pre-commands
Start running post-comrmands
Finished running post-commands

No. Files

1 CivTestilibyNew DANIEL.DOC ak

MNew Files

*compressed
Last Modified
2003-06-21 09:57

Size*

No. Files

Updated Files
Size*
1 CiTestyib\DANIEL.DOC ak

*compressed
Last Modified
2003-06-21 057

No. Files

1 C:hTestylibhDANIEL_A.BAK alk

Deleted Files
Size*

*compressed
Last Modified
1996-11-29 15:45

Moved Files

MNo. Files Size* Last Modified
1 CHOTesthKINGL.BAK -= CATesthibyKINGL BAK 3k Z003-06-05 12:35
Parameter Description
Backup Set The name of the backup set
Backup Job The name of the backup job (which is the start time of the backup job)
Backup Status The overall status of the backup job.
Backup Time The time when the backup job ran
Backup Log All messages logged when running this backup job
New Files Total number and size of backup files added to your backup set
Updated Files Total number and size of backup files updated in your backup set
Deleted Files Total number and size of backup files deleted from your backup set
Moved Files Total number and size of backup files relocated in your backup set
New File List Full list of all backup files added to your backup set
Updated File List Full list of all backup files updated in your backup set
Deleted File List Full list of all backup files deleted from your backup set
Moved File List Full list of all backup files relocated in your backup set

16.6 Review Storage Statistics

You can review the amount of data you have stored on the backup server and uploaded to the backup
server on each day by opening the [Statistics] panel available on the web interface. To review your
storage statistics for a different month, just select the month you are after by selecting from the
[Month] drop down list.
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ft Intemet Exp o ] [ |
Restore | Install Software FAQs | Help | Select Lanquage
Profile | Backup Set | File Explorer | Report | Statistics Logout
rF
Storage Usage Summary Manth (vrrr-mmy: | 2005-08 &
Retention Area™ * Total Storage™
2005-06-01 316.5M [ 3076 ] g26.2M [ 3112 ]
2005-06-02 768.5M [ 3081 ] 77E.2M [ 3111 ]
2005-06-03 768.5M [ 3081 ] TTE.EM[ 3111 ]
Z005-06-04 11.9M [ 35 ] 766.5M [ 3084 ] 780.4M [ 3119 ]
2005-06-05 209,7M [ 1394 ] 1,006.8M [ 4616 ] 436,2M [ 2891 ] 1.19G [ 6010 ]
2005-06-06 209.7M [ 1394 ] 565.3M [ 4515 | o[o] 1.05G [ 5912 ]
Z005-06-07 209.7M [ 1394 ] G66.3M [ 4515 ] o[o] 1.05G [ 5912 ]
2005-06-08 209,7M [ 1394 ] 568,3M [ 4518 ] o[0] 1.05G [ 5912 ]
Z005-06-0% 95.6M [ 1536 ] 1,000.2M [ 5259 ] £6.0M [ 914 ] 1.07G [ 6825 ]
Z005-06-10 95.6M [ 1536 ] G75.2M [ 5288 ] o[o] 975.9M [ 6824 ]
2005-06-11 9g.6M [ 1536 ] 575.2M [ 5288 ] o[0] 973,94 [ 6824 ] -
Z005-06-12 95.6M [ 1536 ] 575.2M [ 5285 | o[o] 975.9M [ 6624 ]
Z005-06-13 95.6M [ 1536 ] &75.2M [ 5285 ] o[o] 973,9M [ 6624 ]
Z005-06-14 S6.4M [ 843 ] 917.7M [ 6041 ] 188k [ 60 ] 974M [ 6554 ]
Z005-06-15 S6.4M [ 545 ] 917.7M [ 6041 ] o[o] 974M [ 6554 ]
Z005-06-16 SE.4M [ 8453 ] 917.7M [ 6041 ] o[o] 974M [ 65584 ]
Z005-06-17 66.7M [ 1140 ] 915.2M [ 6066 ] 10.9M [ 322 ] 984,9M [ 7206 ]
2005-06-18 66.7M [ 1140 ] 918,2M [ 6066 ] o[0] 954,94 [ 7206 ]
Z005-06-1% 66.7M [ 1140 ] 915.2M [ 6066 ] o[o] 984.9M [ 7206 ]
Z005-06-20 66.7M [ 1140 ] 915.2M [ 6066 ] o[o] 984,9M [ 7206 ]
2005-06-21 66,5M [ 1075 ] 218.4M [ 6131 ] o[0] 954,94 [ 7206 ]
Z005-06-22 66.5M [ 1075 ] 915.4M [ 6131 ] o[o] 984.9M [ 7206 ] d
] L e 4
Key Description
Date The date the following statistics are collected
Data Area Total number and size of backup files stored in the data area on a particular
date

Retention Area

Total number and size of backup files stored in the retention area on a
particular date

Uploaded Size

Total number and size of backup files uploaded to the backup server on a
particular date

Total Storage

Total number and size of backup files stored under your backup account on a
particular date

Rhino USA, LLC
www.rhinoback.com

Page 105 of 106

(April 15, 2008)



RHIN@BACK User’s Guide

17 Further Information

Please see our extensive knowledgebase at:

http://kb.rhinoback.com

Additional information about Rhinoback can be found on our website:

http://www.rhinoback.com

http://www.rhinoback.com/support/support.aspx

For interesting articles about data backup and recovery:

http://blog.backupinfo.org
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