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1 Overview 

1.1 Benefits 

Â Easy Backup of 
1. Microsoft Exchange Server 2000 / 2003 
2. Microsoft SQL Server 7.0 / 2000 
3. Lotus Domino/Notes 5.0 or above 
4. Oracle 8i or above 
5. MySQL 3.2.4 or above 
6. Windows System State 
7. Outlook and Outlook Express (i.e. *.pst, *.dbx and *.wab) 
8. Important personal settings, e.g. Desktop, Favorite, My Documents and History etc 
9. Other common files (e.g. *.doc, *.xls) 

Â Support of backing up only changes within a file (using in-file delta technology) 
Â Support of backing up of open files on Windows XP/2003 (Volume Shadow Copy) 
Â Support of backing up of Windows NTFS access privileges, Linux access privilege and 

mode,  
Mac OS X metadata and resource forks 

Â Easy to use, deploy and maintain 
 

1.2 Features 

Â User configurable incremental / differential in-file delta backup mode (i.e. backing up only 
changes within a file since last incremental backup (or last full backup) according to each 
userôs preferences)  

Â Allow in-file delta backup mode to be overridden by each user individually according to 
backup time (e.g. enforcing full (or incremental or differential) backup of all files on every 
Sunday or the 1

st
 day of every month)  

Â Volume Shadow Copy backup (i.e. backing up files even when they are exclusively open, 
e.g. Outlook.pst) 

Â In-File Delta backup (i.e. backing up only changes within files) 
Â Off-line backup mode and logout backup reminder 
Â Customizable backup schedule allows backup to be scheduled at any time  
Â Compress and encrypt data automatically before sending them to the server (server stores 

only encrypted data) 
Â Incremental backup strategy ensures that only new or updated files (or changes with last 

backup file) are sent to backup server 
Â Support both full backup (database backup) and incremental backup (transaction log 

backup) for Microsoft SQL Server 7.0/2000, Microsoft Exchange Server 2000/2003, Lotus 
Domino/Notes 5.0 and Oracle 8i or above 

Â Can integrate with external ñOpen File Managerò to provide open file backup support to all 
open files 

Â Access backup data anytime, anywhere by using a browser 
Â Comprehensive backup report lists all files being backed up. Backup report is delivered to 

user automatically via email when each backup job completed.  
Â Backup data are CRC validated before they are stored on server. 
Â Fully user customizable data retention policy allows users to have access to deleted files 

using the least possible storage space on server 
Â Select files to be backed up easily by using backup filter, e.g. selecting all *.doc and *.xls in 

your computer in a single operation 
Â Run any custom OS commands before/after a backup job. 
Â Run on Windows, Mac OS X, Linux, NetWare, Unix and all other platforms supporting a 

Java2 Runtime Environment. 
Â Periodic backup files validation on backup server ensures backup files are 100% valid and 

fully restorable when needed. 
 

1.3 Security 

Â 128-bit point-to-point SSL communication between server and client 
Â Support HTTP/HTTPS Proxy and Socks v4/v5 firewall  
Â Data are 128-bit encrypted when stored on backup server 
Â Choice of different encryption algorithms, e.g. Twofish, Triple DES, Advanced Encryption 

Standard (AES) 
Â Choice of different encryption modes, e.g. Electronic Cook Book (ECB) and Cipher Block 

Chaining (CBC) 



  Userôs Guide 

 

Rhino USA, LLC 
www.rhinoback.com 

Page 6 of 106 (April 15, 2008) 

 

 

Â An random initializing vector, salt and iteration count will be generated by the software 
automatically for each file when encrypting your data 

Â Each backup user can restrict online access to his files to his pre-defined list of IP 
addresses 

 

1.4 System Requirements 

 

Â Operating System: 
1. Windows  NT / 2000 / XP / 2003 
2. Linux kernel 2.2 or above ** (e.g. RedHat Linux 6.x or above, though the use of 

Linux kernel 2.6.9-34 or above is recommended) 
3. Solaris 2.x or above 
4. Mac OS X 10.2 or above 
5. All other operating systems that supports Java2 Runtime Environment 1.3.1 or 

above 

Â Memory: 128MB (minimum), 256MB (recommended) 

Â Disk Space: 100MB  

Â Network Protocol: TCP/IP (http/https) 
 
** Standard C++ libraries for backwards compatibility compiler (compat-libstdc++-x.x-y.y.y.y.i386.rpm) 
must be installed if you are not using a Linux 2.2 kernel. These libraries are required to run all Java 
applications. 
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2 Rhinoback Configuration 

Before you can start backing up data to the Rhinob ack Offsite Backup Server , you need to install 
Rhinoback  onto your computer.  

2.1 Installation 

Please follow the instructions below at the URL below to download and install the software  

http://ww w.rhinoback.com/Downloads/Download.aspx  

 

Notes on Windows Installation  

A quick launcher is now installed in the system tray (next to your system clock). To open Rhinoback , 

just right click the quick launcher icon  and choose [Open].   

 

2.2 Upgrade 

This section describes the software upgrade instructions required to upgrade Rhinoback  to the latest 
release.  

Upgrade instructions of Rhinoback  on Windows  

Download the latest installer ( Rhinoback -win.exe) from www.rhinoback.com  and install it over existing 
installation of Rhinoback . It will upgrade  the Rhinoback  to the latest version.  

 

Notes:  
You will only be prompted to reboot your computer if some files are locked and cannot be overwritten 
during upgrade.  
 

Upgrade instructions of Rhinoback  on Mac OS X  

a.  Download the latest release bundle ( Rhinoback -mac.zip) from www.rhinoback.com .  

b.  Expand the zip archive and run the Rhinoback  installer inside the archive  

Upgrade instructions of Rhinoback  on Linux  

a.  Download the  latest release bundle ( Rhinoback - linux.tar.gz) from the web 
installation guide  

b.  Stop running backup scheduler by running  
 
# touch $OBM_HOME/ipc/Scheduler/stop  

c.  Backup existing installation by renaming $OBM_HOME (default directory is 
/usr/local/ obm ) to $OBM_ HOME.bak  
 

http://www.rhinoback.com/Downloads/Download.aspx
http://www.rhinoback.com/
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# mv /usr/local/obm /usr/local/obm.bak  

d.  Expand the new client software to $OBM_HOME  
 
# cd $OBM_HOME  
# tar xvfz Rhinoback - linux.tar.gz  

e.  Start backup scheduler by running $OBM_HOME \ bin \ Scheduler.sh  

f.  You can then open OBM by running $OBM_HOME \ bin \ Back upManager.sh  

2.3 Un-installation 

This section describes the steps required to uninstall Rhinoback  from your computer.  

Uninstallation instructions of Rhinoback  on Windows  

a.  Open [Start] -> [Control Panel]  -> [Add/Remove Programs]  

b.  Select [ Rhinoback ] from the list  and press the [Remove] button  

Uninstallation instructions of Rhinoback  on Mac OS X  

a.  Stop running backup scheduler by running  
 
# SystemStarter OBM stop  

b.  Remove all program files by removing /Applications/OBM   
 
# rm ïrf /Applications/OBM  

c.  Remove all backup se tting by removing ~/.obm  
 
# rm ïrf ~/.obm  

d.  Remove backup scheduler service from system startup by 
/System/Library/StartupItems/ OBM  
 
# rm ïrf /System/Library/StartupItems/ OBM 

Uninstallation instructions of Rhinoback  on Linux  

a.  Stop running backup scheduler b y running  
 
# touch $OBM_HOME/ipc/Scheduler/stop  

b.  Remove all program files by removing $OBM_HOME  
 
# rm ïrf $OBM_HOME  

c.  Remove all backup setting by removing ~/.obm  
 
# rm ïrf ~/.obm  

2.4 AutoStartup on Linux 

Please follow the instructions below to make Rhinoback  scheduler auto startup upon computer restart.  

i.  Copy the startup script of Rhinoback  scheduler (obm -scheduler) to Linux startup script 
directory (/etc/rc.d/init.d)  
 
 [root]# cp  $OBM_HOME/bin/ obm- scheduler /etc/rc.d/init.d  

ii.  Open /etc/rc.d/init.d/obm -scheduler wi th VI editor and make changes to the 
OBM_HOME environment variable export statement (i.e. export 
OBM_HOME=/usr/local/ob m) if OBM_HOME is not /usr/local/obm  
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iii.  Register the obm -scheduler  startup script as system service by  
 
 [root]# chkconfig -- add obm - schedul er  

iv.  To startup OBM scheduler , please run  
 
 [root]# service obm- scheduler  start  

v.  (optional) To shutdown RHINOBACK  scheduler , please run  
 
 [root]# service obm- scheduler  stop  

vi.  Setup completed  
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3 Using Rhinoback 

This chapter will describe all features available in the Rhinoback Manager  and outline how you can use 
the  features  of Rhinoback  to meet various backup needs.  

3.1 System Tray Launcher 

After you have successfully installed Rhinoback  to your computer, a Rhinoback  icon   will be added 
to the system tray area (next  to your system clock) automatically.  

This icon is the entry point to Rhinoback . Right clicking the icon will show a menu that provides the 
following functions:  

Menu Item  What it does  

Open  Run Rhinoback  

Backup  Run the backup set (or all backup sets) cho sen in the sub -menu in 
background  

Backup and Logoff  Run the backup set (or all backup sets) chosen in the sub -menu in 
background and logoff from Windows  

Backup and Restart  Run the backup set (or all backup sets) chosen in the sub -menu in 
background and r estart Windows  

Backup and Shutdown  Run the backup set (or all backup sets) chosen in the sub -menu in 
background and shutdown this computer  

Help  Show a help dialog  

Stop running backup  Interrupt the running backup set (or all backup sets) chosen in the su b-
menu  

Exit  Close this system tray launcher application  

 

3.2 Logon Dialog 

Before you can use Rhinoback , you have to be authenticated by the Rhinoback Offsite  Server  first. The 
logon dialog shown below will check if you have the right to access Rhinoback  by s ubmitting the 
username and password you provided to the backup server.  

 

 

If you need to connect to the server through proxy, just enter your proxy setting in the [Proxy Setting] 
section. For [SOCKS] proxy, both v4 and v5 without user authentication are su pported.  
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3.3 User Profile 

After the Rhinoback  server authenticates you successfully, Rhinoback  main window appears. You can 
then use Rhinoback  to update your user profile.  

 

You can perform the following update to your user profile.  

To change your [Password], press the [Change] button next to the password field. A Change Password 
dialog will appear. Enter your original password and new password into the text field of this dialog and 
press [OK].  
 

 

To change your [Display Name], press the [Change] button next t o the display name field. A Change 
Display Name dialog will appear. Enter the new display name and press [OK].  
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To change your [Time Zone], just select your time zone from the drop down list next to the time zone 
entry.  

To add a new contact email to th is account, press the [Add] button in the [Contact] section. A [Add 
New Contact] dialog will appear. Enter a name and an email address in the text field provided and then 
press the [OK] button.  
 

 

To remove a contact email, select the email that is to be r emoved from the email list and press the 
[Remove] button. Press [OK] to confirm the removal.  

To update a contact email, select the email that is to be updated from the email list and press the 
[Properties] button. A [Update Contact Property] dialog will ap pear. After you have made the changes 
that you want, press the [OK] button.  
 

 

3.4 Backup Logs 

All backup activities are logged to backup activity log files. They are available for reviewing from 
Rhinoback . 

How to review backup activities?  

You can review all y our backup Jobs by  

i.  Select the [Log ]  tab available at the bottom of Rhinoback  

ii.  Select the Backup Job you want to review on the [Log Controller] panel  
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4 Setting up backup set 

A backup set contains all backup settings of a backup operation. This section will  describe all features 
available within a backup set and explain how you can use each of them to achieve various tasks.   

Each backup account can have multiple backup sets. Each backup set is an individual and independent 
entity . For example, if you want on e directory to be backed up during the day and another directory to 
be backed up during the night, you can create two backup sets, each with a different backup schedule 
and backup source, to serve this need.  

4.1 Backup Set Type 

A backup set can be of one of t he following types:  

Backup Type  Description  

File  Backup set type to backup common files/directories  

Microsoft SQL Server  Backup set type to backup Microsoft SQL Server 7.0/2000  

Oracle Database Server  Backup set type to backup Oracle 8i/9i database  

Lot us Domino/Notes  Backup set type to backup Lotus Domino/Notes  

Microsoft Exchange Server  Backup set type to backup Microsoft Exchange  Server 2000 / 2003   

MySQL Backup set type to backup MySQL Server  

 

Backup set type is defined at backup set creation and cannot be modified. If you want to change the 
backup set type, you have to create another backup set.  
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4.2 Backup Source 

A backup source defines the files/directories that are to be included in a backup set. There are two 
types of backup source: Selected and  Deselected. Selected backup source defines files/directories that 
are to be included in a backup set while deselected backup source defines files/directories that are to 
be excluded from a backup set. Rhinoback will generate appropriate backup source sett ing for you 
automatically when you make your backup source selection . 

From the [Standard] node available at the top of the [Backup Source] tree, you can easily select the 
following common folders to be backed up:  

1.  ñMy Documents ò folder  

2.  ñOutlook ò and ñOutloo k Express ò mail store folder  

3.  ñFavorites ò folder  

4.  ñDesktop ò folder  

From the [Options] node available below the [Standard] node, you can easily select other common 
folders to be backed up as well. They include the ñApplication Data ò folder, the ñStart Menu ò folder,  the 
ñTemplates ò folder, the  ñAll Users ô Documents ò folder, the  ñTemporary Internet Files ò folder, the  
ñCookies ò folder, the  ñFontò folder, the  ñHistory ò folder, the  ñApplications Data ò folder, the  ñNethood ò 
folder, the  ñPrinthood ò folder, the  ñRecentò folder and the  ñSend to ò folder.  

 

The checkbox next to the files/directories shown above can be in one of the following mode:  

Mode  Description  

 All files/dir ectories (recursively) under this directory will be backed up  

 All files/directories (recursively), except those explicitly excluded, under this directory will 
be backed up. If you add files/directories to this directory in the future, they will be 
backed up as well.  

 Only the checked files/directories under this directo ry will be backed up. If you add 
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files/directories to this directory in the future, they will NOT be backed up.  

 Nothing under this directory will be backed up.  

 

4.3 Backup Schedule 

A backup schedule defines the frequency and the time backup will run automatically.  

 

Backup schedule can be in one of the following types:  

Type  Description  

Daily  Backup Jobs will run everyday  

Weekly  Backup Jobs will run on the specifi ed day(s) of every week  

Monthly  Backup Jobs will run on the specified day or on a day with a given criteria (e.g. first 
weekend, last weekday) of every month  

Custom  Backup job will run once on any particular date  

 
For each type of schedule above, backup  will run at scheduled time for a maximum of the duration 
specified (or until all data are backed up if [Stop on backup completion] option is chosen). If a backup 
job does not finish within the maximum duration specified, it will be interrupted.  
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Please not e that you can have more than one schedule within a backup set. For example, you can have 
a daily backup schedule that runs at 13:00 at noon and another daily backup schedule that runs at 
00:00 at midnight. The combination of both of these schedules effect ively creates  a backup schedule 
that runs daily at 00: 00 and 13:00 everyday.  

4.4 In-File Delta 

Please refer to the in - file delta section  for more information on this topic.  

4.5 Backup Filter 

A backup filter defines t he file selection rules that allow user to easily include/exclude files into/from 
the backup set by applying user defined criteria(s) to the file names or directory names.  

There are some basic r ule regarding backup filters:  

i.  Filters are checked in creation order. Once inclusion/exclusion has been  identified, the 
remaining filters won't be checked.  

ii.  Inclusion/Exclusion made by filter always take s precedence over backup source 
selections  

iii.  If all filters do not apply to a particular file, this file is then checke d for 
inclusion/exclusion backup source selections  

 

Key  Description  

Name  The name of a filter  

Top Directory  The top directory to which this filter is applied. Filtering rules will be applied to 
all files and/or directories under this directory.  
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Apply T o Define whether to apply the filtering rule to files and/or directories  

Pattern Matching  It defines the filtering rules of a filter. A filtering rule can be of one of the 
following types:  
 
[Start With]  Include/Exclude all files/directories with name star ting 

with a certain pattern.  
For example:  You can use B* to match all files with 
name starting with a óBô character  

 
[Contain]  Include/Exclude all files/directories with name 

containing a certain pattern.  
For example:  You can use *B* to match all files w ith 
name containing with a óBô character  

 
[End With]  Include/Exclude all files/directories with name ending 

with a certain pattern.  
For example:  You can use *.doc to match all files with 
name ending with ó.doc ô (all Word documents)  

 
[Regular Expression]  I nclude/Exclude all files/directories with name matching 

a regular expression.  
 

Filter Mode  Defines whether you want to include or exclude matched files into/from the 
backup set. Also, for those unmatched files, you can choose to exclude (if 
include filte r type) or include (if exclude filter type) them into/from the 
backup set.  

 
Example  1:  
If you want to backup only Word, Excel and PowerPoint documents in your document directory (e.g. 
C: \ My Documents), you should setup your backup filter as follows.  

Top Directory  = C: \ My Documents  
Apply To   = File (true)  
Matching Type  = End With  
Matching Patterns  = *.doc, *.xls, *.ppt  
Filter Mode  = Include  
Exclude all others  = True  

Example  2:  
If you want to backup all files, excluding all *.exe, *.dll and *.tmp, in C : \ Applications, you should setup 
your backup filter as follows.  

Top Directory  = C: \ Applications  
Apply To   = File (true)  
Matching Type  = End With  
Matching Patterns  = *.exe,*.dll, *.tmp  
Filter Mode  = Exclude  
Include all others  = True  

Example  3:  
If you ha ve made your selection of files (all under C: \ ) from the backup source setting but you want 
exclude all images (e.g. *.jpg and *.gif) from your selection, you should setup your backup filter as 
follows.  

Top Directory  = C: \   
Apply To   = File (true)  
Matchi ng Type  = End With  
Matching Patterns  = *.jpg, *.gif  
Filter Mode  = Exclude  
Include all others  = false  

Please note that the [Include all others] setting is not enabled because you don ôt want to include all 
other files (NOT *.jpg, *.gif) under C: \  into the backup set.  

Example  4:  (advanced)  

If you want to include everything, except the ñlogò directory, under C: \ Applications into a backup set, 
you should setup your backup filter as follows.  

Top Directory  = C: \ Applications  
Apply To   = Directory (true)  
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Matchin g Type  = Regular Expression  
Matching Patterns  = ^log$  
Filter Mode  = Exclude  
Include all others  = True  

Example  5:  (advanced)  

If you want to include all directories named ñlogò from the backup set files with file name starting with 
ñBò and ending with ñ*. docò under C: \ My Documents into the backup set, you can use a regular 
expression of ñ̂B.* \ .doc$ ò to do your selection. The filter backup can then be setup as follows.  

Top Directory  = C: \ My Documents  
Apply To   = File (true)  
Matching Type  = Regular Express ion  
Matching Patterns  = ^B.* \ .doc$  
Filter Mode  = Include  
Exclude all others  = True  

4.6 Pre/Post-Backup Command 

The command line tool feature has two major components, the [Pre -Backup] command and the [Post -
Backup] command. You can use the [Pre -Backup] or [P ost -Backup] commands to run any native OS 
(operating system) commands before or after running a backup job.  

 

Both [Pre -Backup] and [Post -Backup] commands comprise of the following parameters:  

Key  Description  

Name  Name of this Command  

Command  The comm and to be run  
(e.g. C: \ My Documents \ Application.exe or C: \ My Documents \ BatchJob.bat)  

Working Directory  The directory at which this command will run  

 
The backup set type affects the time at which [Pre -Backup] and [Post -Backup] commands run. The 
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following  table outlines when [Pre -Backup] and [Post -Backup] commands will run in different types of 
backup set.  

Backup Set Type  When Pre - Backup Commands run?  When Post - Commands run?  

File  Before uploading backup files  After uploading all backup files  

Non -File B ackup Sets 
(e.g. Microsoft SQL 
Server)  

Before spooling backup files to 
temporary directory  

After spooling backup files to 
temporary directory (i.e. before 
the first backup file is uploaded)  

 
Note: You should never backup an application while it is running  as this can result in inconsistent and 
unusable files getting backed up. Please use the Pre -Backup Command feature to shutdown your 
application before running a backup job and use the Post -Backup Command feature to restart your 
application after the backu p job has completed.  

4.7 Encryption 

Before your files are sent to Offsite Backup Server , all your files are to be compressed and encrypted 
by your choice of encrypting algorithm, mode and key. The following table explains all encryption 
parameters available wi thin a backup set.  

Note :  
Encryption setting s are set at backup set creation time  and cannot be modified . You need to create a 
new backup set if you want to change your encryption settings for a backup set.  

 

Parameter  Description  

Encryption Algorithm  It d efines the encrypting algorithm used to encrypt your backup files. 
There are three encryption algorithms available:  
 
[AES]  Advanced Encryption Standard algorithm  
[DESede]  Triple DES algorithm  
[Twofish]  Twofish algorithm  
 
We recommend the use of AES as it has been chosen as the encryption 
standard for commercial use. Please refer to references on Cryptography 
for more information on this area.  

Encryption Mode  It defines the encrypting mode used to encrypt your backup files. There 
are two encryption modes a vailable:  
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[ECB]  Electronic Cook Book Mode  
[CBC]  Cipher Block Chaining Mode  

 
We recommend the use of CBC mode as it offers better security. Please 
refer to references on Cryptography for more information on this area.  

Encrypting Key  The key used to encry pt all files within a backup set. Please write it 
down on paper and keep it in a safe place. If the key is lost, you 
will not be able to recover your files from the encrypted backup 
files.  

  

4.8 Retention Policy 

During backup, if Rhinoback  finds out that you have deleted a file (or updated a file) on your computer, 
it will put the corresponding deleted (or updated) file already backed up on the Rhinoback  server into a 
retention area. The retention policy setting defines how long files inside the retention area  will be kept 
on the backup server before they are deleted automatically from the server.  

Retention policy will only affect ñretained ò file (i.e. files that have already been deleted or updated on 
your computer and thus are moved to the retention area of t he backup server). For those files that 
have not been updated on your computer, the backup of these files is  kept in the data area on the 
backup server and won ôt be affected by the setting of retention policy. These backup files of unchanged 
files will sta y on the backup server forever until the original files are removed (or updated) from your 
computer.  

Standard Retention Policy  

The [Standard] retention policy allows you to delete retain ed files automatically after a user defined 
number of days or after a user defined  number of backup Jobs. To change the retention policy setting 
of any backup set, please select the [Retention Policy] node on the left panel. You can then make 
changes to your retention policy under the [Retention Policy] section. After you ha ve made your 
changes, just press the [Save Setting] button on the toolbar.  
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Advanced Retention Policy  

 
 

The [Advanced] retention policy allows you to configure a more flexible retention policy. It allows you 
to keep a set of snapshots of all backup files  based on the time of the backup Jobs. For example, you 
can configure the advanced retention policy to keep the following sets of backup files to mimic the 
retention policy back from the old days when you were still doing tape rotations:  

É All files availabl e within the last 7 days  

É All files available on the last 4 Sundays within the last 28 days  

É All files available on the 1 st  day of each month within the last 3 months  

É All files available on the 1 st  day of each quarter within the last 12 months  

É All files avai lable on the 1 st  day of each year within the last 7 years  

To do so, you need to setup your advanced retention policy as follows:  

É Type = Daily ; Number of copy to keep = 7   

É Type = Weekly; Frequency = Sunday; Number of copy to keep = 4  

É Type = Monthly ; Freque ncy = Day 1; Number of copy to keep = 3  

É Type = Quarterly; Frequency = Day 1 of Jan, Apr, Jul, Oct; Number of copy to keep = 4  
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É Type = Yearly; Frequency = Date 01 -01; Number of copy to keep = 7  

Assum ing  today is 17 -Jan-20 06,  if [ Remove retention files for ov erlap policy ]  is NOT enabled, a total of 
25  snapshots (7+4+ 3+4+7, provided you have run backup daily for more than 7 years already ) will be 
kept on the server accordingly, i.e.:  

É Daily :  10 -Jan-20 06, 11 -Jan-20 06, 12 -Jan-20 06, 13 -Jan-20 06, 14 -Jan-20 06, 15 -Jan-20 06, 
16Jan -20 06  

É Weekly :  24 -Dec-20 05, 31 -Dec-20 05, 7 -Jan-20 06, 14 -Jan-20 06  

É Monthly :  1-Nov -20 05, 1 -Dec-20 05, 1 -Jan-20 06  

É Quarterly:  1-Jan-2005 , 1 -Apr -20 05, 1 -Jul-20 05 , 1-Oct -20 05  

É Yearly: 1 -Jan-2004, 1 -Jan-2003, 1 -Jan-2002, 1 -Jan-2001, 1 -Jan-2000, 1 -Jan-199 9 

If [ Remove retention files for overlap policy ]  is enabled, only the following snapshots are kept:  

É Daily :  14 -Jan-20 06, 15 -Jan-20 06, 16 -Jan-20 06  

É Weekly :  7-Jan-20 06  

É Monthly :  1-Nov -20 05, 1 -Dec-20 05, 1 -Jan-20 06  

É Quarterly:  1-Jan-2005 , 1 -Apr -20 05, 1 -Jul-20 05 , 1-Oct -20 05  

É Yearly: 1 -Jan-2004, 1 -Jan-2003, 1 -Jan-2002, 1 -Jan-2001, 1 -Jan-2000, 1 -Jan-1999  

The weekly policy overrides the daily policy so the snapshots of 10 -Jan-20 06, 11 -Jan-20 06, 12 -Jan-
20 06 and 13 -Jan-20 06 are removed. The monthly policy overrides the we ekly policy so the snapshots 
of 24 -Dec-20 05, 31 -Dec-20 05  and  7-Jan-20 06 are removed as well. The same applies to the quarterly 
and yearly policy but because there is no other overlapping of the dates above, the snapshots of dates 
specified by the monthly, quarterly and yearly policy remains the same.  

4.9 Extra Backup (Off-line backup, Logout Reminder) 

Off - line backup is basically designed for notebook users who are off - line most of the time and cannot 
rely on backup schedule to backup regularly. The "Backup Int erval" allows notebook users to specify 
the interval that they would like their data to backup. If this interval has elapsed, backup will run 
automatically once this machine is online. The "Off - line Notification Day" setting is the number of days 
after the  off - line backup interval when the backup server will send email notification to the client to 
remind him to run a n off - line backup.  

4.10 Network Mapped Drive 

If you need to backup a network -mapped drive on Windows (it will only work in Windows 
NT/2000/XP/2003) , you must enter your Windows domain, username and password into the [Network 
Resources Authentication for Windows] section as shown below. It is required because scheduled 
backups will always run under the context of windows LocalSystem account (which doe s not have the 
privilege required to access network resources) by default. Rhinoback  need s to collect your Windows 
username, password and domain name to authenticate itself to the windows domain controller to 
acquire the required access privileges to the n etwork files which are to be backed up. If you don ôt 
supply a username and password, the Rhinoback manager  will have problem accessing network 
resources in its scheduled backup Jobs. 

If you need to backup network mapped drive in scheduled backup, please do  this:  

i.  Select the backup set from the left panel and press the [Properties] button   
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ii.  Enter your Windows domain, username and password into the dialog shown below  
 

 

iii.  Press the [Save Setting] button on the toolbar  
 

The steps above apply only to computers r unning in a Windows domain. If you don ôt have a windows 
domain with your network and you are using a workgroup or using a NetWare server instead, please 
use the ñnet use ò command to authenticate the running backup process against the computer hosting 
the m apped drive. Otherwise, you will get ñAccess Denied ò error from the backup report.  

For example, i f you want to backup \ \ SERVER\ SHARE that is located on a NetWare server (or another 
computer is a windows workgroup) and you are getting "Network drive is not accessible" error message, 
please try adding the following command as a [Pre -backup command]  

net use \ \ SERVER\ SHARE [PASSWORD] /USER:[DOMAIN | MACHINE_NAME] \ [USERNAME]  

E.g.  

C: \ > net use \ \ Netware \ Data  password /USER: peter  
C: \ > net use \ \ WorkgroupComputer1 \ Data  password /USER: WorkgroupComputer1 \ peter  

This will authenticate the current process with the NetWare server (or another computer is a windows 
workgroup). Backup will then be allowed to run correctly.  
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4.11 Local Copy 

If you want to save an extra  copy of bac kup data on your local disk (in addition to a copy of backup 
data stored on the backup server) to minimize file - restoring  time and/or to provide an extra safety 
precaution, you can do the following:  

i.  Open Rhinoback  from the System Tray (see previous section s for details)  

ii.  Setup your backup set (see previous sections for details)  

iii.  Select [Local Copy] under your backup set from the left panel  
 

 

iv.  Check the [Copy to Local Hard Disk] checkbox  

v.  Enter a directory to where you want an extra copy of your backup files t o be stored in 
the [Copy to] field provided (preferably a directory under another hard disk)  

vi.  (Optional) Select the [Yes] radio button if you want to store your backup files in 
compressed form to conserve free space usage  

vii.  An extra copy of backup will be sav ed in the [Copy to] directory when you run your 
backup job   
 
 

I f you want to make local copy to a directory  located on a NetWare server (or another computer is a 
windows workgroup) and you are getting "Network drive is not accessible" error message, please  try 
adding the following command as a [Pre -backup command]  

net use \ \ SERVER\ SHARE [PASSWORD] /USER:[DOMAIN | MACHINE_NAME] \ [USERNAME]  

E.g.  

C: \ > net use \ \ Netware \ Data  password /USER: peter  
C: \ > net use \ \ WorkgroupComputer1 \ Data  password /USER: WorkgroupCom puter1 \ peter  


